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L Points on an Elliptic Curve

e The points on an EC, together with
the point at infinity, form an abelian
group under “addition” defined by
the “tangent and chord” method.

e The number of points on an elliptic
curve C over GF(p™) is

#C=p" +1-t, where [t[<2,/p"

et Is called the trace of the curve
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M Curves to be Avoided

e super-singular curves whose traces
satisfy

t=+.ip",
where i =0,1,2,3 or 4

(Menezes, Okamoto & Vanstone, 93)
e curves over GF(p) with trace 1,
namely #C = p

(Satoh & Araki, & Smart, 97)
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SignKrypt Signcryption on EC--
public & secret parameters

e Public to all e Alice’s keys
“C:an ECover < V,: secret key
GF(pm), % P_: public key
“(q :alarge prime (note :
%G : apoint on C with P =v.6
order g e Bob’s keys

“*hash, KH, (E,D

(E.D) < V,: secret key

< P, : public key
(note:

P,=v,G )
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SignKrypt : :
LW Signeryption on EC-- 1st example
m - (er) s —m
e Signcrypt by Alice e Unsigncrypt by Bob
+ k=hash(vR) s U=sv,modq
where Ve {L,..., q-1 k = hash(u P, +u rG)
0:0 k —_— k 0:0 k —_— k
\ k1 \ kl
2 2
& = Ksz (m) “om= Dkl (C)
EXS S= r mOd q o5 Output
a
Cc= Ekl(m) { - m - !f r=KH, (m)
2+ output  (G.1.s) invalid” if r = KH, (m)

(C) 1997 by Yuliang Zheng 6




SignKrypt

Signcryption on EC-- 2nd example
He—lekgl______  [Epsi—m

e Signcrypt by Alice e Unsigncrypt by Bob
+ k=hash(vR) s U=sv, modq
where Vvez{l,...,q-1} k = hash(uG +urP,)
“k — kK koK
\ kl \ kl
2 2
» r=KH, (m) % m=D,(c)
\'
» ST 1+v, mod g < output
c=E,(m) { | m. ?fr:Ksz(m)
2+ output  (C.1.s) invalid" if r = KH, (m)
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SignKrypt EC Signcryption v.s.
EC Signature-then-Encryption

e Reduction in comp. cost

517 -217

_ £Q0
517 >8%

e Reduction in comm. overhead

lhash(-)[+2[gl-(IKH()+[al)  ldl
hash()|+2 1
| ()+2|q| E|q|+2|q|

= 40%
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