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Abstract

Signcryption is a cryptographic primitive supporting
both confidentiality and authentication. This paper pro-
poses a DPA-resistant unified architecture for signing, en-
cryption and signcryption with high performance and area-
efficiency. Modular exponentiation is the main operation
of RSA and ECC and also the key part of implementing
signcryption. A unified signed adder is proposed to ad-
dress the possible method to unify the modular exponenti-
ation on GF(p) field and GF(2P) field. Our simulation
results show that the overall speed(maximum frequency of
1024 key length for RSA and 160 key length for ECC) can
be increased approximately 28% of the existing design when
our proposed design ported to FPGA with the utilization of
4355 CLBEs.

1 Introduction

Signcryption is a cryptographic scheme providing confi-
dentiality and authentication simultaneously, and the signif-
icant computation cost can be saved compared with ”sign-
then-encryption” scheme [7]. In this paper, we more con-
cern about the public key cryptography as RSA [6] and ECC
[5] and aim at a DPA-resistant unified hardware architec-
ture.

2 Unified Architecture for Signcryption

A unified architecture for signcryption is pro-
posed consisting of an encryption scheme, a sig-
nature scheme and signcryption scheme. S =
(SigGen, Sig,Ver), € = (EncGen,Enc,Dec) and
SC = (Gen, SigEnc, VerDec) represents the signature,
encryption and signcryption schemes respectively, where
the sender is .S and receiver is R. Therefore, it is possible
to unify above three schemes into one as listed in Figure 1.

In Figure 1, we divide one security application into
three levels: software level, firmware level and hardware

Software Level
(Protocols)

Signature Signclyption
Protocols Protpcols
Y Y

Encryption
Protocols

Y

Firmware Level
(Signing, Verification,

! : Logic Part
Encryption, Decryption,
Signeryption)
Random Number Generator
K i .
ey Gf:ieratl on Operations Part

Modular Exponentiation

Hardware Level
(RSA + ECC Modular Exponentiation)

Figure 1. The overall architecture

level. The cryptographic protocols are at firmware level.
Firmware level includes logic part and operations part,
where the signing, encryption, and signcryption are at logic
part and the key generation and the modular exponentiation
are at operations part. Hardware level can support the op-
eration part in firmware. Since modular exponentiation is
main operation in RSA and ECC computations, we pick up
this operation as an example to illustrate our proposed ar-
chitecture.

3 DPA-resistant Public Key Cryptosystems

Public key cryptography provides the secure and authen-
ticated communication in real world, where RSA and ECC
are popularly used. But power analysis becomes a power-
ful attack to physical implementation of cryptographic al-
gorithms.

In this paper, we are aiming at unified architecture for
RSA and ECC with capability to resist DPA. The DPA-
resistant algorithm for compute m? is give in Algorithm 2
and Algorithm 1, where the MM(A, B, M) and MM(a(x),
b(x), m(x))are the modular multiplication on GF(p) field
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and GF(2P) field respectively.

Algorithm 1. Algorithm to compute s(z) =
a(x) - b(x)x~™ mod m(x) based on signed
adder

Input: a(x), b(z), m(x)
Output: s(x) = a(x) - b(x)z~™ mod m(x)
a(z) = Zz‘:}} a;rt,a; € GF(2), b(x) Zz‘:}} b;xt,
b € GF(2), m(x) = 2™ + Z;:ol m;z',m; € {0,1}.
begin
s5x)o =03
fort =070 n — 1do
s(x); = SXOR(s(x);, a;b(x)) ;
¢ = so()i;
s(x)i = SXOR(s(x)i, gim(x));
s(x)i41 = rightshift(s(x);)
endfor
end

Algorithm 2. Algorithm to compute A - B -
R~! mod M based on signed adder

Input: A, B, M
Output: A- B - R~! mod M
M = Y217 2imy,my € {0,1}, B = 315 2%, bi €
(0,1}, A = 30 2%a;,a; € {0,1}, A,B < M; M <
R=2""M = —M""mod 2= M;ged(2, M) = 1.
begin
So =0 )
fori =07TOn —1do
Si = SADD(S;,a;B) ;
4 = Sigs }
Siy1 = 7'ightshift(5’i);
endfor
Sy, = convert(Sy);

end

The SXOR operation in Algorithm 1 and SADD opera-
tion in Algorithm 2 represent two functions of signed adder.

4 Results

We use VHDL coding, Synplify synthesis, Xilinx Virtex-
E2000 devices for implementing the proposed unified ar-
chitecture. Table 1 shows the computation time of modular
exponentiation compared with previous alternatives.

Table 1. Modular exponentiation results

Operand | Operation | Clock Rate
Size(bits) | Time(ms) | (MHZ)
Goodman [3] | 1024/512 | 32.1/8.2 50
Blum [1] | 1024/512 | 40.05/9.38 | 45.6
Kim [4] | 1024 58.9 28
Cilardo[2] | 1024 27.36 77.3
Proposed Method | 1024/512 | 20.92/5.24 | 100.4

5 Conclusions

A DPA-resistant unified architecture for signing, encryp-
tion and signcryption is proposed to achieve high perfor-
mance and area efficiency when ported to FPGA. Signcryp-
tion scheme becomes more and more hot topic in providing
both confidentiality and authentication compared with pre-
vious method “sign-then-encryption” scheme. The DPA-
resistant modular exponentiation has been proposed and a
unified signed adder for modular multiplication on GF(p)
field and GF(2?) field has been applied to modular expo-
nentiation for RSA and ECC. Our analysis shows that the
whole design can reach the 100.4MHZ with the utilization
of 4355 CLBs, and the speed of our design is 22.99% faster
than Cilardo’ one [2] and the area of our design is 35.09%
smaller than his when ported to Virtex-E2000.
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