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Abstract

An identity based cryptosystem is a novel type of public
cryptographic scheme in which the public keys of the users
are their identities or strings derived from their identities. A
signcryption is a primitive that provides private and authen-
ticated delivery of messages between two parties. Proxy
signature schemes are variations of ordinary digital signa-
ture schemes and have been shown to be useful in many
applications. In this paper, We proposed an identity based
proxy-signcryption scheme from pairings. Also we analyze
the proposed scheme from efficiency and security points of
view. Heuristic arguments have been given for those secu-
rity properties. We have shown that the proxy-signcryption
scheme is as efficient as ordinary identity based signcryp-
tion schemes under certain circumstances.

1. Introduction

As a variation of ordinary digital signature scheme, a
proxy signature scheme enables a proxy signer to sign mes-
sages on behalf of the original signer([5], [6], [9], [10]).
Upon receiving a proxy signature on some message, a veri-
fier can validate its correctness by the given verification pro-
cedure, and then is convinced of the original signer’s agree-
ment on the signed message. Proxy signature schemes have
been shown to be useful in many applications, particularly
in distributed computing where delegation of rights is quite
common, such as e-cash systems, mobile agents for elec-
tronic commerce, mobile communications, grid computing,
global distribution networks, and distributed shared object
systems.

Signcryption is a public key primitive proposed by
Zheng ([15]) to achieve the combined functionality of digi-
tal signature schemes and encryption in an efficient manner.
Many researchers have proposed variations of signcryption
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schemes([1], [4], [7], [8], [11]). One of them is a proxy-
signcryption which efficiently combines a proxy signature
scheme with a signcryption([4]). However, none of existing
signcryption schemes are identity based proxy-signcryption
schemes. In this paper we propose an identity based proxy-
signcryption scheme from pairings. We analyze the pro-
posed scheme from efficiency and security points of view.
We show that the scheme is as efficient as ordinary identity
based signcryption schemes under certain circumstances.

The rest of this paper is organized as follows. Some def-
initions and preliminary works are given in section 2. Sec-
tion 3 gives the general identity based signcryption scheme.
Section 4 describes our identity based proxy-signcryption
scheme. Section 5 analyzes the scheme. Section 6 presents
our concluding remarks.

2. Preliminaries

In this section, we will briefly describe the basic defini-
tion and properties of the bilinear pairings and some prob-
lems.

Let G; be a cyclic additive group generated by P, whose
order is a prime ¢, and G5 be a cyclic multiplicative group
of the same order g. Let a, b be elements of Z;. We assume
that the discrete logarithm problems (DLP) in both G; and
G4 are hard. A bilinear pairings isamap ¢ : Gy X G; —
G2 with the following properties:

1) Bilinear: e(aP, bQ) = e(P, Q)%;

2) Non-degenerate: There exists P and () € (G; such that
e(P,Q) # L

3) Computable: There is an efficient algorithm to com-

puta e(P, Q) forall P,Q € G.
Modified Weil Pairing and Tate Pairing are examples of
cryptographic bilinear maps. Currently active research is
being carried out to obtain efficient algorithms to compute
pairings. Our work excludes this area.

Now we specify some versions of Diffie-Hellman prob-
lems. The security of our scheme described here relies on
the hardness of the following problems.
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Let GG be a cyclic additive group generated by P, whose
order is a prime ¢, and G2 be a cyclic multiplicative group
of the same order ¢, a bilinear pairing € : G; x G; — Gbs:

1) Computation Diffie-Hellman Problem (CDHP): Given
P,aP,bP for a,b € Z;, to compute abP.

2) Decision Bilinear Diffie-Hellman Problem (DBDHP):
Given P,aP,bP,cP for a,b,c € Z7, and an element h €
G, to decide whether h = (P, P)*b°,

No algorithm is known to be able to solve any of them
so far.

3. General Identity Based Signcryption

In 1984, Shamir introduced identity based cryptosystems
([13]) in which the user’s public key can be generated from
a publicly identifiable information such as his email ad-
dress. For such a system to work there are Trusted Authori-
ties (or Private Key Generators) that generate users’ private
key from their identity information. Many identity based
signature schemes and identity based signcryption schemes
have been devised since 1984 ([2], [3], [7], [8], [11], [12]).

Generally, identity based signcryption schemes are made
of four algorithms which are the following.

[Setup] The PKG picks a security parameter k and gener-
ates the system’s public parameters and the master-key.
[Extraction] This algorithm is performed by the PKG when
a user requests a secret key corresponding to his identity.
The secret key is given to the user in a secure way. This
step is done only once for every identity and uses the same
Setup data for many different identities.

[Signeryption] To send a message m to B, A computes
Signerypt(m, d;p , , Q1D )to obtain the ciphertext o .
[Unsigncryption] On receiving the ciphertext o, B com-
putes Unsignerypt(o,drp,,Qrp,) and obtains the plain-
text m or the symbol L if ¢ was an invalid ciphertext be-
tween the two identities.

Of course we require for consistency that if

o=Signerypt(m,drp,,Q1py)
then
m=Unsignerypt(o,drpy, Qrp.,)-

Malone-Lee defines extended security notions for iden-
tity based signcryption schemes([8]). These notions are
sematic security(i.e., indistinguishability against adaptive
chosen ciphertext attacks, IND-IDSC-CCA) and unforge-
ability against adaptive chosen messages attacks(EF-IDSC-
ACMA).

4. Identity Based Proxy-Signcryption Scheme
from Pairings

In this section, we present an identity based proxy-
signcryption scheme from pairings. This scheme is pub-
licly verifiable. Other security properties are also discussed
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in the following section. Some initial settings of the scheme
are assumed in identity based systems.

[Setup]

Given a security parameter k, the PKG chooses groups
(1 and G4 of prime order g, a generator P of (G1, a bi-
linear map €: G; x G; — G and hash functions H :
{0,1}* — Z,, Hy : {0,1}* — Gy, Hy - {0,1}F —
Z;, Hy : Go — {0,1}". It chooses a master-key s € Z;
and computes P,,;, = sP. It also chooses a secure sym-
metric cipher (E, D). The PKG publishes system’s public
parameters {G1, G2, n, k, €, P, Py, H, Hy, Ho, H3, E,
D} and keeps the master-key s secret.

[Extraction]
Given an identity /D, the PKG computes
Qip = Hi(ID)
and the private key
drp = sQrp.

[Generation of the Proxy Key]

To delegate the signcrypting capacity to a proxy sign-
crypter, the original signcrypter Alice does the following to
make the signed warrant m,,. There is an explicit descrip-
tion of the relative rights and information of the original
signcrypter and proxy signcrypter in the warrant m,, such
that a verifier can use it as a part of verification information.
If the following process is finished successfully, the proxy
signcrypter gets a proxy key dgp.

—Alice chooses x «+—pgr Z :;

computes U = z P

dop = H(my||U)drp, + Ppub

sends (m.y,, U, dqp) as the delegation to the proxy
signerypter securely. Actually, (m,,, U) can be delivered in
a public channel, and only d,;, should be sent in a secure
channel.
—The proxy signcrypter accepts d,, as a valid proxy sign-
cryption key only if the following equation is satisfied:

E(Pv dup) = A(Ppulh QIDA)H("WHUVe\(U? Ppub)~

This step is done only once between the original sign-
crypter and the proxy signcrypter. Thus the proxy sign-
crypter needs to compute three pairings only once. If it is
finished successfully, the proxy signcrypter can signcrypt
any message which conforms to the warrant on behalf of
the original signcrypter.

[Proxy Signcryption]
To signcrypt a message m € {0, 1}*, a proxy signcrypter
chooses ' «+—pr Z
computes Qrp, = Hi(IDp)
k1 = (P, Pyup)™
ke = Hy(@(Pyus, Q10,)")
¢ = Ei,(m)
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T = HQ(C, kl)
S = x’Ppub — (Td]DP + dap)
sends (m,, U, ¢,r,S) to Bob.

[Unsigncryption]
When receiving (m.,, U, ¢, r,.S), Bob performs the fol-
lowing tasks:
computes
Qip, = Hi(ID4)
Qipp, = Hi(IDp)
ki = e(P, S)e(Ppub, Qrpy)"
E(Pyub, Qrp ) 1OE(U, Pyus)
ké = H ( (S QIDB) (QIDpvdID )
Qrpasdipy,) 1 IVE(U, drp,))
m = Dy, (c)
if r # Hy(c, k}) return L
accepts m.

Remarks:
1. Since the knowledge of the plaintext m is not required for
the public verification of a message’s origin, any third party
can be convinced of the message’s origin by recovering
as above and checking if the equality » = Ha(c, k1) holds.
Thus, this proxy signcryption scheme is public verifiable.
2. Notice that if we compute r = Hy(m, k) instead of
r = Hs(c, k), then any adversary can verify the signa-
ture on two plaintexts mo and m; during the game IND-
IDSC-CCA([8]), and find out which one matches to the
challenge ciphertext, that is, replacing » = Ha(c, k1) by
= Hjy(m, k1) would induce an obstacle to the sematic
security.
3. Since the secret key drp, of the proxy signcrypter is
required in the proxy signcryption process of the scheme,
only the proxy signcrypter can create a valid ciphertext of
message m. Thus, this proxy signcryption scheme protects
the proxy signcrypter.
4.This scheme does not only protect the proxy signcrypter
but also guarantee the forward secrecy. Even if d, is re-
vealed, a person without knowledge of d;p, can not com-
pute ko since ko = HQ(/G\(S7 QIDB )E(d]DP, Q[DB)Té\(dap,
Q1py)). If both drp, and d,;, are revealed, a third party
can compute k2=H2(/€\(S7 QIDB )é\ (d[DP, Q[DB)T/e\(dap,
Q1p,)) without the knowledge of d;p,,. But the case that
both of them are disclosed is very rare.

5. Analysis of the Proxy-Signcryption Scheme
5.1. Correctness

The consistency of this scheme is easy to verify by the
bilinearity of the map since
k1 = €(P, Ppup)”

= €(P,z' Ppup)
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(P S+Td]DP + dap)
(P, S)e(P,dip,)"e(P, dap)
(P, S)e( pub,Qmp)
(P, drp ) llDE(P, 2 Pyup)
e(P, S)e(Ppub, Qrpp)"
( pubaQID )H(mwllU)é\(Uappub)

|
™) ) ™

k1

a
I

an
k2 = Ha(€(Pyub, Qrpy)™")
= Hy(e(2' Ppus, Qipy))
= HZ(E(S + TdIDP + dap7 QIDB))
= Hy(e(S,Qrpy)e(dip,y, Qrpy ) €(dap, Qrny))
= H3(e(S,Qrpy)e(Qrpp,dipy)"
ubs Q1Dy))

e(drp,, Qrp, )Tl G2 P
= H3(e(S,Qrpy)e(Qrpyp,dipy)"
AQrp.,dip, ) DU, drp,))

= kb.
5.2. Computation Costs

In the comparison of computation costs, we assume that
computation of pairings is the most time consuming.

Under this assumption, checking for the number
of computations, it can be observed that the pairing
e(P, Pyyp) can be pre-computed since it does not de-
pend on users or messages. When users often have
to communicate between each other, all those pairings
e(Ppub, Q1pp ), €(Ppub, Q10 ,), €U, Ppus), €(Q1Dp, diDg

€(Qrp4,drpy,). and €U, drp,) can be pre-computed too.
In this case, the most expensive operations of the proxy
signeryption algorithm are two exponentiations in G2 and
one computation of the type aP + bQ € G;. The unsign-
cryption operation only requires two pairing evaluations and
two exponentiations in GGa(the other two exponentiations in
(G5 can be pre-computed too).

Since the pairing evaluation is the most time consum-
ing, the proposed proxy-signcryption scheme is as effi-
cient as ordinary identity based identity based signcryption
schemes([7]).

5.3. Security concerns

Similar to ([7]), it is straightforward to show that our
scheme satisfies the semantic security notion IND-IDSC-
CCA under the Decision Bilinear Diffie-Hellman (DBDHP)
assumption.

The unforgeability against adaptive chosen messages at-
tacks derives from the security of Hess’s identity based
signature scheme under the Computation Diffie-Hellman
(CDHP) assumption([2]). Any attacker that is able to forge
a signcrypted message for the proxy signcrypter and the
original signcrypter must be able to forge a signature for
the following scheme which is a variant of Hess’s identity

)-
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based signature scheme: Hess’s scheme is proven to be se-
cure against existential forgery on adaptive chosen message
attacks under the random oracle assumption.

Setup and Extract are the same as above.
Sign: to sign a message m
choose x +—p Z;‘
compute U = z P
r=H(m,U)
V= .Z'Ppub + Td[DA
The signature on m is (U, V).
Verify: when receiving (U, V) and m, compute
Qip, = Hi(ID4)
r' = H(m,U)
it &(P, V') # (U, Pyup)e(Ppup, Qrp,)" return L
accept the signature (U, V).

6. Conclusions and Open Issues

The identity based public key setting can be an alter-
native for certificate-based public key setting. Signcryp-
tion is a novel paradigm in public key cryptography, in
which message encryption and digital signature are simul-
taneously fulfilled in a logically single step. Proxy sig-
nature schemes are variations of ordinary digital signature
schemes and have been shown to be useful in many applica-
tions. In this paper, We proposed an identity based proxy-
signcryption scheme from pairings. Also we analyzed the
proposed scheme from security and efficiency points of
view. Heuristic arguments have been given for those secu-
rity properties. We have shown that the proxy-signcryption
scheme is as efficient as ordinary identity based signcryp-
tion schemes under certain circumstances.

Future research involves proposing more efficient
schemes than the current one. More interesting aspect
would be to find identity based proxy-signcryption schemes
with both forward secrecy and public verifiability.
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