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Abstract—Signcryption scheme combines digital signature and
encryption functions. In regular signcryption, once the
long-term private key is compromised, all signatures even
those were issued by the honest signer before the compromise,
will not be trustworthy any more. In the paper, we present a
new forward-secure signcryption scheme. The forward
security is that this key update function is one-way and, given
the secret key for the current period, it is hard to compute any
of the previously used secret keys. So even the adversary gets
the secret key, it is still hard to compute any of the previously
used secret keys. In this paper, we combine signcryption and
forward-secure to present a new signcryption scheme with
forward secrecy.

I INTRODUCTION

Message security and sender’s authentication for
communication in the open channel is a basic and important
technology of internet. For keeping message confidential
and unforged, the sender uses a digital signature algorithm
with his private key to sign the message, and encrypts the
message and digital signature using a symmetric encryption
algorithm using a randomly chosen secret key. The sender
uses a public key encryption algorithm with the recipient’s
public key to encrypt this secret key as envelope. Then, the
sender sends the envelope and cipher text to the recipient.
After the recipient receives the cipher text and envelope, the
recipient uses his private key to decrypt the envelope to get
secret key and decrypts cipher text to get plain text and
signature by using this secret key. Finally, the recipient
verifies the message based on this signature.

Zheng [6] first proposed a new cryptography technique
named “Signeryption” which combines the functions of
digital signature and encryption algorithm for authentication
and confidentiality. In the signcryption scheme, the sender
uses the recipient’s public key to derive a secret key for
symmetric encryption. After the recipient receives the cipher
text and digital signature, he uses his private key to derive
the same secret key.

Exposure of secret keys can be a devastating attack on a
cryptosystem since such an attack typically implies that all
security guarantees are lost. Indeed, standard notions of
security offer no protection whatsoever once the secret key
of the system has been compromised. With the threat of key
exposure becoming more acute as cryptographic
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computations are performed more frequently on poorly
protected devices (smart-cards, mobile phones, even PCs),
new techniques are needed to deal with this concern.

Forward security was first formalized in the context of
signature and identification scheme by Bellare and Miner [1],
building on earlier ideas of Anderson [2]. Subsequently,
numerous constructions of forward-secure signature
schemes have been proposed [3, 4, 7], but a forward-secure
encryption scheme has been constructed recently by Canetti,
Halevi and Katz [5]. It is based on the binary tree encryption
scheme. In forward-secure scheme, the lifetime of the
system is divided into N intervals (or time periods) labeled
0, ..., N-1. The signer initially stores secret key SK, and this
secret key “evolves” with time. Namely, at the beginning of
time period i, the receiver applies some function to the
“previous” key SK,; to derive the “current” key SK;, key
SK;; is then erased and SK; is used for all sign operations
during time period i. The public key remains fixed
throughout the lifetime of the scheme, this is crucial for
making such a scheme viable. A forward-secure signature
scheme guarantees that even if an adversary learns SK,,
signature can’t be forged during all time periods prior to /.

In this paper, we combine signcryption and forward
-secure to present a new signcryption scheme with forward
secrecy based on Bo’s scheme.

II THE PROPOSED SIGNCRYPTION SCHEME

A Initialization phase

Let Gy, G, be two cyclic groups of prime order ¢, where
(71 1is represented additively and (, is represented
multiplicatively. And let P =G, be a generator of (1.

«  Computation Diffe-Hellman (CDH) problem: Given
(P, aP, bP ) where a, b € Zq*, compute abP. The
advantage of an algorithm &% in solving the CDH
problem in a group G is

AdvCDH, =Pr[5#(P, aP, bP) = abP {a, b < Zq*}

We say that 7 (¢, e)-breaks CDH in G if &£ runs in time
at most £, and AdvCDHz> e.

«  Decision Diffe-Hellman (DDH) problem: Given (P,
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message is altered in the unsigneryption phase.

(3) Unforgeability. In our scheme, the attacker can not
forge valid (i, R, FS, C) without the private key of sender,
because the CDH.

(4) Non-repudiation. When dispute occurs for sender and
recipient, the recipient can send (i, R, FS, C) to the judge
for settling whether the original message M sent by sender
or not. In Judge Verification phase, the judge can determine
the signature is generated by the sender if Eq. (1) is hold,
because of only the sender can use her own private key d,
to generate correct signature FS. According to the previous
analysis about unforgeability, we show that anybody
without the private key d, cannot forge the correct signature
of message as the sender. In other words, our proposed
scheme satisties non-repudiation property.

(5) Forward-secure. The SK; is evolving, and even if the
adversary get the SK; but he don’t know the p,,g, py1 EZq*.
The p,,o and p,,; are random chosen, so the adversary can’t
use SK; to derive SK, ;.

IV ConcLusioNs

This paper proposed an efficient forward-secure
signeryption based on binary tree encryption. In regular
signeryption, once the long-term private key is compromised,
all signatures even those were issued by the honest signer
before the compromise, will not be trustworthy any more. In
the paper, we present a new forward-secure signcryption
scheme. The forward security is that this Key Update
function is one-way and, given the secret key for the current
period, it is hard to compute any of the previously used
secret keys. So even the adversary gets the secret key, it is
still hard to compute any of the previously used secret keys.
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