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Abstract: Firstly, this paper presents a convertible signcryption scheme based on elliptic curve cryptosystem.
Our scheme can stand against the known-plaintext attack, and overcome the weaknesses that the semantic security
of the message cannot be provided in H-C and W-B schemes. Because our scheme is built based on ECC, its
computational cost and communication cost arelower. Based on the proposed signcryption scheme, we dsign a
threshold signcryption scheme with (t, n) shared verification. This threshold scheme can prevent the cheating of
trusted center. In the shared verification and message recovery phase, we propose amethod to prevent the
cheating that the verification member forges secret share.

Key words: Authenticated Encryption; Signcryption; Convertible; Threshold Shared Verification; Elliptic
Curve Cryptosystem
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