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ABSTRACT

This paper presents the secure extension of the Kwak-Moon group signcryption scheme
[Kwak D, Moon S. Efficient distributed signcryption scheme as group signeryption. In: First
applied cryptography and network security — ACNS’03. Lecturer notes in computer science,
vol. 2846. Springer-Verlag; 2003. p. 403-17] as a countermeasure against the cryptanalysis
in [Wang G, Deng RH, Kwak D, Moon S. Security analysis of two signcryption scheme. In:
Information security conference — ISC 2004. Lecturer notes in computer science, vol.
3225. Springer-Verlag; 2004. p. 123-33]. The cryptanalysis revealed that the Kwak-Moon
scheme cannot satisfy the properties of unforgeability, coalition-resistance, and traceabil-
ity. Therefore, to avoid these weaknesses, while providing the same functions, we add con-
fidentiality to the original group signature by distributing a shared secret among group
members through an efficient group key agreement. However, in case of just combining
a group signature and a group key agreement, if an attacker who does not belong to the
group acquires a valid group signature, it is still possible for him to impersonate a valid
group member and delegate the group. Thus, to avoid this possibility, the proposed scheme
confirms whether or not the sender is equal to the signer by including a session key en-
cryption in the signed message. In addition, we analyze the security of the proposed
scheme and apply it to an anonymous statistical survey of attributes.

© 2006 Elsevier Ltd. All rights reserved.

1. Introduction

1.1. Background

and improvements have been proposed, while literatures (An
et al.,, 2002; Baek et al., 2002; Boyen, 2003; Steinfeld and Zheng,
2000) have studied the formal models and security proofs for
such signcryption schemes. Originally, signcryption was cre-

Signcryption (Zheng et al., 1997) is a new cryptographic method
that can simultaneously provide message confidentiality and
unforgeability with a lower computational and communica-
tional overhead than the traditional signature-then-encryption.
Following Zheng’s pioneering work, a number of new schemes

ated to send a message from a single sender to a designated re-
ceiver. In Zheng (1997), a variant scheme was proposed to
support multiple designated receivers for the first time. Thereaf-
ter, Mu and Varadharajan (2000) proposed a distributed sign-
cryption using the distributed encryption (Mu et al., 1999), in
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which any party can signcrypt a message and distribute it to
a designated group, and any member in the receiving group
can decrypt and verify the message using his unique decryption
key each other. They also extended their scheme to a group ap-
plication based on applying the group signature concept in Sec-
tion E of Mu and Varadharajan (2000). In this extended scheme,
a group manager generates and keeps the members’ secret in-
formation. Yet, since this allows the possibility of forgery in
the case of a dishonest group manager, exculpability is not sat-
isfied, which is one of the main requirements for a group signa-
ture. Thus, to avoid this weakness and enhance the
computational load, Kwak and Moon developed a concrete
group signcryption scheme by modifying Mu et al.’s scheme.

1.2. Our work

In this paper, we recall a security analysis of the Kwak-Moon
scheme (Wang et al., 2004) and propose a new encrypted group
signature as a countermeasure against forgery of a member-
ship certificate and signcryption itself in the scheme. Since
the Kwak-Moon scheme does not satisfy the properties of
unforgeability, coalition-resistance, and traceability, the pro-
posed encrypted group signature solves the mentioned weak-
ness of the Kwak-Moon scheme through effectively combining
a group signature and a group key agreement. As such, the
ACJT group signature (Ateniese et al., 2000) and the BCEP group
key agreement (Bresson et al., 2003; Nam et al., 2004) are se-
lected for the proposed scheme to deploy a concrete scheme.
The ACJT group signature is currently considered to be a state
of the art provably secure group signature and the BCEP is also
a provably secure group key agreement that has very efficient
computational loads. In addition, to prevent a malicious non-
group member from using an acquired valid signature illegally,
the senders sign a message together with a session key encryp-
tion value, thereby confirming whether or not the sender is the
same as the signer. Finally, the security of the new encrypted
group signature is analyzed and the proposed scheme can be
applied to an anonymous statistical survey of attributes.

1.3. Organization

The next section presents the security of an encrypted group
signature, then Section 3 briefly outlines the Kwak-Moon
scheme and recalls its security. Section 4 explains the ACJT
group signature and the BCEP group key agreement as compo-
nents of the proposed scheme, then Section 5 presents the
new encrypted group signature. Section 6 analyzes the secu-
rity of the proposed scheme and compares the security prop-
erties with similar schemes such as the MV scheme and the
Kwak-Moon scheme. Section 7 presents an application of
the proposed scheme and some final conclusions are offered
in Section 8.

2. Security of encrypted group signature

The proposed encrypted group signature are based on the
strong RSA assumption (Bari¢ and Pfitzmann, 1997; Fujisaki
and Okamoto, 1997) and the DDH assumption (Boneh, 1998).
Let ¢; be a suitable security parameter and G(¢;) denotes

a set of groups whose order has the length /; and consists of
two prime factors of length (¢, — 2) /2.

Assumption 1 (strong RSA assumption). There exists a probabi-
listic polynomial-time algorithm K such that, for any probabilistic
polynomial-time algorithm A and all sufficiently large ¢4, the proba-
bility that A on inputs G and z outputs eeZ > 1 and u € G satisfying
z = u® mod n is negligible.

Assumption 2 (decisional Diffie-Hellman assumption). There
exists a probabilistic polynomial-time algorithm K such that, for
any probabilistic polynomial-time algorithm A and all sufficiently
large ¢, the probability that A on input g, g%, ¢” and g* e g G can dis-
tinguish whether g and g are equal is negligible.

A secure encrypted group signature should satisfy the fol-
lowing security requirements:

Correctness: an encrypted signatured message produced by
a group member must be accepted by the verification
procedure.

Unforgeability: only valid group members are able to sign
a message on behalf of the group.

e Anonymity: with a valid decrypted message, identifying the
individual who signed the message is computationally
hard for anyone but the group manager.

Unlinkability: determining whether two valid verified mes-
sages were generated by the same group member is compu-
tationally hard for anyone except the group manager.
Exculpability: neither a group member nor the group man-
ager can sign on behalf of other group members.
Traceability: for any valid verified message, the group man-
ager can open it and find the true signer.
Codlition-resistance: a colluding subset of group members
cannot generate a valid encrypted signature so that the
group manager is unable to identify the colluding group
members.

Confidentiality: except for the members belonging to the re-
ceiving group, no other party can derive the decrypted sig-
nature message from the encrypted signature.

Membership identification: only a group member can generate
a valid encryption. Even if an attacker acquires a valid group
signature, he cannot generate a valid encrypted group sig-
nature value.

3. Review of Kwak-Moon scheme

This section outlines the Kwak-Moon scheme and analyzes its
security. Essentially, the Kwak-Moon scheme enables a mem-
ber of a certain group to signcrypt a message on behalf of the
group and sends it to a member in another group with
anonymity.

3.1. Procedure of the scheme

The whole scheme consists of five stages: Setup, Join, Sign-
cryption, Unsigncryption, and Open.
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3.1.1.  Setup

The GM (group manager) chooses a large prime p of the order q
for q(p - 1), G=(g)cZ, and herZ,. Then the GM selects an
RSA modulus n, his RSA signature key d and a verification
key e, where e-d = 1 mod ¢(n). The GM publishes (p,q,9,h,n,e)
and keeps d as his secret signature key.

3.1.2. Join

Each n entity i who wants to join a group generates his own se-
cret key ¢; and computes the membership key ¢; = h% mod p.
Next, he sends t; to the GM and proves to the GM that he
knows the discrete logarithm of t based on h by a zero-knowl-
edge proof. Thereafter, the GM generates each membership
certificate v; = r? modn, then computes the coefficients of
the following polynomial

n

f) =[[x—m) =) ax
i=0

i=1

For user (, define A, = 1" >\ oy}, then another poly-

nomial F(z,) has the following property:
F(z,) = ¢/ — g-Agrotis o X i+ — 1 mod p

This is because f(z,) = 0in Z,, where 7, is the membership
key for user ¢. To construct a group public key, the GM picks
a yerZy and computes its inverse and p, = —yA, mod q for
member {. Now, the group public key is defined as a 4-tuple
{Bo, B1, B, B3} = {9%7922 “‘,g“",g“f’l}. As such, the GM keeps
v and all {«} secret and gives v, and p, to his group member ¢.

3.1.3. Signcryption

Assume that Alice with (e4,7q,vq) belongs to Ga and wants
to signcrypt a message. As such, she sends it to the group Gg
using group Gg's public key {80,61,82,83}. To signcrypt a message
m, Alice does the following:

(1) Choose two numbers z, tegZ; and compute k=g*
mod p = ki]|ks.

(2) Compute r = Hy,(m) and s = z(r + ¢;-t) > mod q.

(3) Compute w = H(m), Aq = (t*-1, mod n)mod q, 6, = g** mod p,
and 6, = t-vy mod n.

(4) Compute c1<{ao,ar,az,0as, s} — {kBy™, By, 8y, By, g }
and ¢, = Ey, (IDg,||m|7(|s(|dal|0a)

where H(-) denotes a one-way hash function, Hy(-) a keyed
one-way hash function with key k, Ex(-) a symmetric key en-
cryption with key k, and IDg, the identity of group G, includ-
ing (n,e).

3.1.4. Unsigncryption

Bob belonging to Gy can unsigncrypt the signcrypted message

using his (t,,pp) as follows:

(1) Discover the session key k= (10-(11ZH ILAa;Eﬂg" =
gzgf(fb)WTa = g* mod p.

(2) Split k into k; and k,.

(3) Decrypt ¢, with key k; and find IDg, ||m||r||s||éa]0a-

(4) Compute A, = (62 mod n)mod q.

©)

?

5) Verify r < Hy,(m), k=(6.-¢")°, and as=g".

3.1.5. Open

In the case of a dispute, Bob forwards the ¢4, w, and his public
key {80,61,82,83} to the GM of G, after decrypting ¢, and identi-
fying the IDg,. The GM can then identify the group member,
Alice, who issued the signcryption by testing whether g; in ¢;
is equal to (5}”)“ for all his members’ t,. After this procedure,
disputes can be solved by the GM.

3.2. Weakness of the scheme

In Kwak and Moon (2003), the scheme is claimed to satisfy all
the required security properties for a group signature and
signcryption. However, this subsection presents two univer-
sally forging attacks to show that the scheme is forgeable
and not coalition-resistant.

3.2.1. Forging signcryption
To forge a group signcryption (r,s,64,4,) needs to be found that
satisfies the following verification equation:

g% = (0,-g")° mod p, and A, = (t*-1, mod n) mod q

First, we generate three random numbers g, t, and zer Z, and
compute 7 = hieZ; and ¢? mod p = kq||k,. Then the following
solution is evaluated for a message m:

Thus, an attacker who generates ,t, and zerZ, randomly
and computes 7 =hicZ, and g?modp =ki|[k, can make
a valid signcryption pair (cy,c,) verified by any target group
members using the unsigncryption procedure. In case of a dis-
pute, the target group member receiving the signcryption
message forwards the part of signcryption message c;, the
hash value w and his public key {80,81,82,83} to the GM of send-
ing group after decrypting c, and identifying the sending
group identity, IDg,. However, the GM cannot identify the
group member who issued the signcryption by testing
whether q; in ¢; is equal to (8°)" for all his member’s t, be-
cause 7; was not generated by his group members but gener-
ated by the attacker. Even though an attacker does not know
membership certificate, the attack works simply.

3.2.2. Forged certificate by coalition

Each member’s certificate v; can be forged by a coalition attack.
Assume that there are more than two group member’s certifi-
cates vy,vy,... and v;. If more than two group members collude
to generate a new forged certificate, they can easily make
a forged secret key ¢ and certificate vy easily as follows:

N
U = V1vp 0y = <hzl:1fj> mod n

g =316
77 = hY mod p

In the Kwak-Moon scheme, many forged pairs of (evy) are
valid membership certificates, implying that traceability can
also not be satisfied with this scheme. Thus, a malicious at-
tacker who generates a valid tuple (e, 15,v5) by the coalition can
make a valid signcryption verified by any target group
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members using the unsigncryption procedure. In case of a dis-
pute, the target group member receiving the signcryption mes-
sage forwards the part of signcryption message c;, the hash
value w and his public key {80,81,62,83} to the GM of sending
group after decrypting c, and identifying the sending group
identity, IDg,. However, The GM cannot identify the group
member who issued the signcryption by testing whether g; in
ciisequalto (ﬁ;")“ for all his member’s 7, because 7y was gener-
ated by malicious group members using coalition.

4, Preliminaries

This section briefly describes the two preliminaries used in
the following proposed scheme.

4.1. The ACJT group signature scheme

This gives an overview of the ACJT group signature scheme,
however, readers familiar with ACJT may skip this section
with no loss of continuity. In its interactive, identity escrow
form, the ACJT scheme has been proven to be secure and coali-
tion-resistant under the strong RSA and DDH assumptions. In
addition, the security of the non-interactive group signature
scheme relies additionally on the Fiat-Shamir heuristic, also
known as the random oracle model (Bellare and Rogaway, 1993).

Let ¢, k, £, be the security parameters and let 2;, 2, v1,
and vy, denote lengths satisfying A1 > (A2 + k) +2, 12 > 44,
v1 > €(yy + k) +2, and y, > 41 + 2. Define the integral ranges
A=]2" —2%2 2" 2] and I' =]2" — 272,21 4+ 2%2[. The ACJT
scheme is then defined by the set of quadratic residues QR(n)
where n=pq with p=2p'+1 and q=2q9' +1 (p,q,p’,q" are all
prime numbers). The group public key is Y= (n,a,ao,
y = g%,9,h) where a, ao, g and h are randomly selected in QR(n)
and y is the GM (Group Manager)’s public key. The correspond-
ing secret key known only to the GMis § = (p/, ¢, %).

To join the group, a user engages in a JOIN protocol with the
GM and receives a membership certificate [A;e;], where
A; = (af ao)l/e‘ mod n with a prime e;e I and x; € 4 (x; is known
only to the user). Therefore (x;,A;,e;) is Pi's group signing key.

4.1.1. Sign

To anonymously sign a message m, a group member with
a group signing key (x;Aje;) has to prove possession of the
signing key without revealing it by an SPK (signature based
on proof of knowledge) (Camenisch and Stadler, 1997; Came-
nisch and Michels, 1998a,b). In particular, a group member P;
first computes:

T: = Ay’ modn, T, =g”modn, T;=g%h” modn

where wer{0,1}*”. Then to show that he prepared (Ty,T,,Ts)
correctly, he generates the following SPK:

SPK{(a, B,7,0) : g = T /aPy" Al = TS /9" AT, = g° AT
= g*h’ Nae TAﬁeA}(m)

The SPK represents a signature of knowledge of:

e a value x; such that (a% ao)l/ ¢ is the value that is ElGamal-
encrypted in (T4,T) under the GM’s public key y.

e an e;-th root of that encrypted value, where e¢; is the first
part of the representation of T3 w.r.t. g and h, such that
e; liesin TI.

Therefore, for a given hash function * : {0,1}" — {0, 1}* and
a security parameter e > 1 that controls the tightness of the
statistical zero-knowledge, the signer P; does the following
to sign the message m:

(1) Choose wer{0,1}** and compute:
T, = Ajy’ modn, T, =g”modn, T; =g%h” modn

(2) Choose four random numbers 1y, 7o, T3, and Tq,
such that rieg + {0,130 ryep 4+ {0,130,
rseg + {0, 1}‘(7”247*”1), and riep + {0, 1}‘(2["+k).

(3) Compute the following four values of d;, d,, d3, and d, (all
in Zy):

dy =Ty /(a2y™) mod n, d, =T} /g™ modn

d; = g™ modn, ds =g"h™ modn

(4) Evaluate the hash value
l|d1|dz]|d2 [|ds||da|Im)

(5) Calculate the following four numbers s, s,, S3, and s4 (all
in 7):

¢ = H(glhllyllaollal| T+ || T2 Ts

S1=T1—cle; —2™), S; =T, —c(x; — 2M)
S3 =T3 — Cew, Sa =Ts4—Cw

(6) Output signature (c,51,52,53,54,T1,T2,T3) of message m.

4.1.2. Verify
A verifier can check the validity of a group signature
(c,51,52,53,54,T1,T5,T3) of the message m as follows:

(1) Check whether ce {0,1}, and s;e +{0,1}201  5,c4
{071}6(}~z+k)+1’ 536i{0’1}5(2‘1+2ﬁp+k+1)+11 S4c i{011}6(22p+k)+1
and Tl, T27 T3€Zn.

(2) Accept the signature if and only if c=H(g|h|y||ao|
| T[T Ts||dy |5 |5 | [}m),

whered;, d;, d;, d} are computed by the following equations:

dy = agTs "/ ((152*02}‘1 y53>mod n, d,=T3 %" /g modn
dy = Tyg% mod n, d, = T5g%~“" h'* mod n

In the case the actual signer has to be subsequently identi-
fied, the GM opens the ElGamal encryption to reveal the group
certificate A;, unique to each member. In addition, the GM
provides proof that:

D log9 y = Dlog;, (T1/Ai)

which demonstrates that the encryption was opened correctly.

4.2.  The BCEP group key agreement scheme

The BCEP scheme is a very efficient and provably secure group
key agreement based on the security of the underlying signa-
ture used to authenticate messages and on the CDH (compu-
tational Diffie-Hellman) problem.

1. First, each client (user) U; in group G. chooses a random
X€Z; and computes J; = g%, where § is a generator of
a prime order q in a finite cyclic group G = (g). Then the
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client signs y; to obtain signature ¢; and sends (J;, s;) to the
server SR, who chooses a random Xse Z; and computes
Vs =G

2. For each client U, the server SR verifies the signature ¢; and
computes o; = y§s. Then the server initializes the counter ¢
to 0, computes the shared secret value

& = Ho(clle]]...llan)

and compute «; = k®H;(c||a;), where n is the number of cli-
ents, Ho denotes a one-way hash function with length ¢,
and H; is another one-way hash function with length ¢,
that need not be equal to 4. The server signs the message
c||xi]|ys to obtain signature o5 and sends (c, ;, Js, 05) to each
user.

3. Each client U; verifies the signature o, and computes «; = j
then recovers the shared secret value « and the session key
sk as described below:

k =ki®Hi(c||lo;) and sk = Hy(k||G||SR)

where H, is the other one-way hash function with length ¢
that need not be equal to ¢, ¢;.

5. The proposed scheme

This section presents the new encrypted group signature
scheme as a countermeasure against the attack of the
Kwak-Moon scheme. As such, the proposed scheme solves
the above-mentioned weakness of the Kwak-Moon scheme,
like forged certificates and forged signatures, by applying the
ACJT group signature. Plus, to effectively share the session
key between the sender (signer) and the receiver (verifier),
the BCEP group key agreement based on the strong RSA as-
sumption is also included. The whole scheme consists of
five steps: Setup, Join, Encrypted signature, Verification and
Open. The Setup and Open procedures are the same as in
the ACJT scheme.

5.1. Setup
The GM does the following:

- Chooses two random secret ¢,-bit primes p’, q' such that
p=2p’ +1,q=2q +1 are prime. Set the modulus n=pq.

- Chooses random elements a, do, g, h g QR(n) (of order p'q’).

- Chooses his secret element xerZp 4 and sets y = g* mod n.

Then the group publickeyis Y = (n,a, ao,y, g, h) and the cor-
responding secret key is S = (p/, ¢, x).

5.2. Join

Here, the BCEP group key agreement scheme is introduced for
distributing additional secret information to each member.
The original security of the BCEP scheme is based on DLP. How-
ever, in the proposed scheme, the BCEP scheme is based on the
strong RSA assumption to be compatible with the underlying
group signature. The detailed Join steps are as follows:

- User U; who wants to join a group generates his own secret x;
and his certificate (Aje;) with his group manager through

interactive protocol as in the ACJT scheme, where A; denotes
(a%ao)™® mod n.

U; computes y; = g® mod n and sends y; and the signature g;
for y; to the GM who chooses a random xe RZ;,q, and com-
putes y = g* mod n.

After receiving each member’s (y;oi), the GM checks
whether (y;,0i)s are valid or not. If they are all correct, the
GM then computes the members’ «; = y¥ mod n and gener-
ates the group secret shared key « = Ho(c||eq]|...an), where ¢
is the IV (Initial Vector), Ho(-) is a one-way hash function,
and N is the size of the group.

The GM sends (xicy,05) to each member, where k; is
k®H1(c|lei), H1(+) is another one-way hash function differ-
ent from Ho(-), and o5 denotes the signature of «;||c||y. Each
member then checks the signature s then computes
o; =y% modn and recovers the shared secret value «. As
such, the GM can share the group secret key « with all the
group members and publish @ = g8 mod n.

5.3. Encrypted signature

Consider two designated groups G, and G, and assume that U;
belonging to group G, wishes to send an encrypted signature
message to group G, on the behalf of group G, and that Vj is
one of the recipients belonging to group Gp. The G,'s public
key is YV, =(n,a,a0,y,9,h,Q,) and the corresponding GM’s
secret key is S, =(p,q,x), while Gy’s public key is
key is S, = (¢, ¢, X).

Armed with (x;, A, e, yi, &, Q4), @ group member U; in group
G, can then generate and send an encrypted group signature
of message (C,,C,) to one member, Vj, in group Gy, as follows:

- Choose 11,12€2{0,1}*? and compute the session key
ks = F(g"), where F(-) is a suitable hash function such that
[E()I < [nl.

- Compute Cy«(bo,b1)«—(g" ksQ}') and Cp = Eg (m||a(m||Ca)||
IDg,)

where ¢(-) is ACJT group signature, Ei(-) denotes a symmet-
ric encryption with key k, and IDg, is the identity of G,.

- Send (C4,C,) to a member of group Gy,.

5.4. Verification

User Vj, one of the receiver group Gy, uses his group’s «;, to do
the following with ciphertext (C4,Cy):

- Recover the session key ks« by /(bo)".

- Decrypt Dy, (Cz) = m||e(m||C1)||IDg, with the session key ks,
where Dg(-) denotes a symmetric decryption with key k.

- Verify the signature using the same verification procedure
as in the ACJT scheme.

It is obvious that the recipient can verify an encrypted sig-
nature using the above process. The only way to decrypt
the encrypted signature (C4,C,) is to have the shared group
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key «;, for ElGamal-type decryption. After decrypting, V; first
concatenates the message m and C; then verifies the ACJT
group signature with the message m||C;.

5.5. Open

In the case of a dispute, the GM can decrypt (T4,T>) in a decryp-
ted C, message to find the membership certificate A; as
follows:

- Check the signature’s validity via the verification procedure.
- Recover A; as A; = T1/T5.
- Prove that log, y = logy, (T1/A; mod n).

6. Security of proposed scheme

This section presents a security analysis of the proposed
scheme and compares the security properties with those
of the MV scheme (Mu and Varadharajan, 2000), the
Kwak-Moon scheme, and the proposed scheme, as shown in
Table 1.

As an encrypted group signature, the proposed scheme
should have both group signature’s security properties and
confidentiality at the same time. In addition, it should also
have a membership identification that confirms whether or
not the signer of the signature is equal to the sender to guard
against possible misuse by a non-group member with another
member’s group signature. For the proposed encrypted group
signature, most of these properties depend on the ACJT
scheme that is based on the strong RSA assumption.

6.1. Correctness

The correctness of the proposed scheme can be proved by
inspection of its verification procedure.

- First, the encrypted signature (C;,C;) can be decrypted by
the group members who have the right-shared key «;, for
ElGamal-type decryption as follows:

ks by /(bo)* = ks @} /(@) =ks(G")" /(3")",
Dks(CZ) = mHa(mHQ)HIDcA

Table 1 - Security comparison of MV scheme, Kwak-
Moon scheme, and the proposed scheme

Security MV Kwak-Moon  Proposed
property scheme scheme scheme
Correctness Y Y Y
Anonymity Y Y Y
Unlikability Y Y Y
Confidentiality Y Y Y
Exculpability N Y Y
Traceability Y N Y
Unforgeability Y N Y
Coalition-resistance Y N Y

Y, satisfied; N, not satisfied.

- After decrypting the ciphertext, a verifier can check the
validity of the signature o(m||C4) = (c,51,52,53,54,T1,T2,T3) of
the message m’ = (m||C,) through verifying

SPK{ (2. 6,7,0) : @0 = T4/a’y"AL = T3/g" AT, = g’ AT,
= g*h’Aae T'ABe A}(m’)
where a =e;, 8 =x;, ¥ = we;, and 6 = we{0,1}**, as follows:
¢ = H(g|h|aola|I T | | Ts|ds |  ds | ;)
where d}, d, d;, d, are computed like the below equation:

dy = a§TS %" /(a2 ys)mod n, d, = T3 " /g% mod n,
d; = TSg* mod n, d, = Tg%“*" h* mod n.

As such, only a valid encrypted group signature will be ac-
cepted by the verification step.

6.2.  Anonymity

All information about the group identity and entity identity is
encrypted by symmetric encryption Ei(-) in C,. Thus, no one
except the designated receiving group members can decrypt
the signature. Even though the receivers can decrypt it, only
the GM knows information about the signer. Because deciding
whether some group member with certificate (A;,e;) originated
requires deciding whether the three discrete logarithms
log, T1/A;, log, T2, and logy, Ts/g% are equal, this is assumed
to be infeasible under the decisional Diffie-Hellman assump-
tion and hence anonymity is guaranteed. It means that no
one can find out any information on the identity of the signer.

6.3. Unforgeability

Itis not feasible to forge the signature and certificate using the
mentioned forgery in Section 2. Each user has a different
membership certificate (A;e;) and SPK when using his certifi-
cate under the ACJT scheme, thus it is impossible to forge
the certificate and signature. As such, only valid group mem-
bers are able to sign a message on behalf of the group. This is
an immediate consequence of Lemma 1.

Lemma 1. Under the strong RSA assumption, the interactive proto-
col underlying the ACJT group signature scheme is a statistical zero-
knowledge proof of knowledge of a membership certificate and a
corresponding membership secret key.

6.4. Unlinkability

Deciding whether or not two valid signatures (C;,C,) and
(C1,C,) were computed by the same group and same group
member is computationally hard to figure out. C; is computed
using a randomly chosen value r;, while C, is the encrypted
value using a randomly chosen session key. Thus, even
though the receivers decrypt C,, they cannot determine any
association due to the unlinkability of the ACJT scheme.

6.5. Confidentiality
The whole signed message (C;,Cy) is encrypted by symmetric

and asymmetric encryption. Plus, group ID confidentiality is
also satisfied, since the group ID is included in the encrypted
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message, C,. Thus, an adversary cannot discover any informa-
tion without finding out the session key ks with C,. Finding out
the key is based on CDH (Computational Diffie-Hellman) prob-
lem like ElGamal encryption scheme. Since there is no sender
ID information and public parameter in the sign-and-encryp-
tion message in our scheme, it is more difficult to break than
CDH problem. If an attacker is able to involve the group secret
key agreement step and obtain group shared secret key «, he
candecrypt the message. In this case, the adversary’s advantage
Adv(A) for finding out group shared secret key « is denoted by

Adv(A) < 2-Succge (t,qs) + 2qsqn- Succt™ (t)

where Succ§y (t, gs) denotes the probability that an oracle pro-

duces a new and valid (message, signature) pair with t working
time and qs number of signing oracle queries, Succ:™(t) means
a probability of solving CDH problem with t working time, and
an is the number of query to the hash oracles (H, and H,). It
shows that the security of the group key agreement is based
on CDH and on adaptive chosen message attack (CMA) of the
signature. So, it is infeasible for attackers to find out the shared
key « with illegal and illegitimate methods.

6.6.  Membership identification

Senders sign the message with a session key encryption C;.
Thus, even if the signature ¢(m||C;) is revealed to a non-group
members, the verifiable session key encryption C; cannot be
computed from ¢(m||C;). Therefore, only valid group members
can generate valid encrypted group signatures.

6.7.  Traceability

In a dispute, the GM can decrypt (T1,T,) in a decrypted C, mes-
sage to find the membership certificate A; as follows:

- Recover A; as A; =T1/T3.
- Prove log, y = logy, (T1/A; mod n).

6.8. Coalition-resistance

The underlying group signature scheme, ACJT, is a provably
secure coalition-resistance scheme by Lemma 2 and the secret
shared key « computed by the GM cannot be computed by any
coalition attack except valid group members who knows his
o = y%, where x; is entity’s PKC (Public Key Cryptosystem) pri-
vate key. The only way to find the session key is to find the x
satisfying © = g* mod n. It is also based on strong RSA prob-
lem. As such, the proposed scheme has the coalition-resis-
tance property.

Lemma 2. Under the strong RSA assumption, a group certificate
[A; = (a%ao)Y/% mod n, e;] with x;e A and e;e I’ can be generated
only by the group manager provided that the number K of certificates
the group manager issues is polynomially bounded.

6.9. Exculpability

The GM cannot obtain any information about a user’s secret
key x; apart from a* based on DDH and the strong RSA assump-
tion. It is completely different from the existing group sign-
cryption scheme. Plus, the ACJT signature scheme includes

an unconditionally binding commitment to the membership
certificate (e;,A;). Hence, neither a group member nor the group
manager can sign on behalf of other group members.

7. Application

In this section, the proposed scheme is applied to an anony-
mous statistical survey of attributes, which was previously
proposed in Nakanishi and Sugiyama (2001) and Nakanishi
et al. (2002). The purpose of the system is to allow a service
provider to collect personal information attributes such as
gender, age, job and the like from a user. This information is
useful for marketing purpose. On the other hand, users desire
to use the service anonymously, since disclosing their per-
sonal information may enable the distributor to discover their
identity. This system resolves the problem by using some
TTPs’. This allows the distributor to obtain only statistics
about the attributes without obtaining the individual identity
and individual attributes themselves. The main requirements
of this system are both the correctness of the statistics and the
anonymity of users.

The participants in this system are the distributor, users,
trustees, and an attribute authority. It is assumed that the
attribute authority can be convinced of the users’ genuine at-
tributes, and that the authority issues a correct certificate of
the attributes instead of the identity. Here, an anonymous sta-
tistical survey system can be easily constructed, where the
property of group ID anonymity is used, like Nakanishi et al.
(2002). The sender group ID is encrypted in C,, so only desig-
nated group members can know the group ID. The details
are as follows:

- Setup: the encrypted group signature is set up, where the
attribute authority plays the role of the GM.

Registration: to join the system, a user conducts the join
protocol of the encrypted group signature with the attribute
authority, where the user joins the group based on a corre-
sponding attribute value.

Offer: during the service, the user sends their encrypted
group signature to the distributor for decryption by a cer-
tain trustee. Users select one designated trustee who is
recommended by the distributor and let the distributor
know which trustee is designated.

Generate: the distributor gives the trustees the collected
signatures. The trustees decrypt and verify the signatures
then reveal the groups. The revealed groups indicate the
statistics of the attributes.

Owing to the confidentiality, anonymity, and unlinkability
of the encrypted group signature, the distributor obtains no
information beyond the statistics. The correctness of the sta-
tistics is also assured due to the unforgeability of the encryp-
ted group signature.

8. Conclusion

Security flaws in the Kwak-Moon scheme were briefly
recalled, including certificate and signcryption forgery by an
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invalid attacker. Thus, to avoid such attacks, while providing
the same function as the Kwak-Moon scheme, a new encryp-
ted group signature was proposed as a countermeasure. The
proposed scheme is based on the original group signature,
plus a simple additional computation for supporting confiden-
tiality. The new scheme has potential applications in elec-
tronic commerce and other areas, such as an anonymous
statistical survey of attributes.
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Appendix

We provide here the proofs of the lemmas stated in the paper.
The proofs are related to proofs in Ateniese et al. (2000).

Lemma 1. Under the strong RSA assumption, the interactive proto-
col underlying the ACJT group signature scheme is a statistical
zero-knowledge proof of knowledge of a membership certificate and
a corresponding membership secret key.

Proof. We have to show that the knowledge extractor is able
to solve the strong RSA problem and recover the group certif-
icate and corresponding membership secret once it has found
two accepting tuples (T1,T2,Ts,d1,ds,d3,ds,C,51,52,53,54) and
(T1, T2, Ts,d1,ds,ds, da, E, 31,52, 83, 54).

First, we show that the extractor is able to solve the strong
RSA problem when obtains the two accepting tuples.

e Since dy=g%Ty=g*T5(modn), it follows that g% %=
Tg‘c(mod n). Letting 64 = gcd(ss — 84,C — ¢), by the extended
Euclidean algorithm, there exist as,8,€Z s.t. as(Ss —Sa)+
B4(C — c) = 64. Hence,

g<a4(5r§4)+ﬂ4(676))/54

«
Il

((g!(s+—5)/(E-€ s g (Ec)/on)
(

Tg4964)((576)/64) (mod n).

Since a ((¢ — ¢)/d4)th root of g can be computed as T5*g%, this

implies it is a contradiction of the strong RSA assumption.

e Since dy=g"h%(T2g 72" ) =g"h% (T2g-2" ) (mod n), it follows
that go51=(h-(+=50/E9) Tyg-2")"“(modn). Let & = gcd
(s1 —81,¢ — ¢). By the extended Euclidean algorithm, there
exist ay,f1€Z s.t. a1(s1 — $1) + B1(C — ¢) = 6;. Therefore,

g= 9(0‘1 (s1-81)+61(c~0))/61

. o a1 (€—c/b1)
= {(ng% 1 h*((SrSAa)/(CfC))) 9/31} (mod n).

Since a ((c—c)/61)th root of g can be computed as

(Tag2" h-((se=80)/ED)Mgh1 | this implies it is a contradiction of

the strong RSA assumption. )

e Since d,=Ty'g % (T,2*) =T5g % (T,2") (mod n), it follows
that g% = (T{S/@D 2 mod n). Let 65 = ged(ss — 83,

¢—c). By the extended Euclidean algorithm, there exist
a3, B3€Z s.t. as(S3 — S3) + B3(C — ¢) = 65. Therefore,

g= g(ﬂz (s3—53)+B3(C—¢))/03

o @ 7(E0/d)
KTgsl—sl)/(c—c))uﬂ) gﬁa} (mod n).

Since a ((C—c)/d3)th root of g can be computed as
(TUE1=S0/@ N2y s - this implies it is a contradiction of
the strong RSA assumption.

e Since di=TS'a 5y (T;2 a? ag) =TS a5y 5 (T; 2 a?" ap)°
(modn), we obtain asz—ézE(Tg(51*§1)/(5fc))+2”y—((53—§3)/(6—c))
a?'az1)"(modn). Let & —=ged(s, —8,é—c). By the
extended Euclidean algorithm, there exist «y,$,eZ s.t.
(S — 82)+ Bo(C — ¢) = &,. Therefore,

do= a(()ﬂ’z(sz —52)+62(¢~¢))/d2

. a ((€=0)/d2)
= {(T(1(5r§1)/(676))+2v1y,((srg)/(@c))afzq aa1> agz] (mod n).

Since a ((C—c)/d,)th root of ap can be computed as
(TS g ((s2-52)/E-0) g2 q1)2f% | this implies it is
a contradiction of the strong RSA assumption.

Secondly, in case that ((¢—c)/dé1) =((C—c)/d2) = ((€—c)/ 63) =
((c—=c)/64)=1, we can claim that the knowledge extractor is
also able to recover the group certificate (A;,e;) and the corre-
sponding membership secret x; as follows.

e Since C—c=0,=gcd(ss —54,C—C), We have sz—S54=
4(C—c), where mwneZ. In addition, since we get
T4=54 + Cw=54 + Cw (Mod ¢(n)) due to dy=gi=g*t™=
g**% (mod n), we have 14 =w(mod ¢(n)) and thus can obtain

T
A; = modn.
ye
e Since ¢—c=0¢; =gecd(s1 —51,6—c), we have s3-5§ =

71(C — ¢), where 11€ Z. In addition, since we get r1=s; + c(e; —
2M)=8; + ¢(e; — 2"1)(mod ¢(n)) due to dy=gh=
gorte@-2prs = gsitee-2"p (mod n), we can find

e;=2" + t1(mod ¢(n)).

e Since ¢—c=03=gecd(s3 —S3,—c), we have s3—83=
13(C—c), where 13e€Z. In addition, since we get
r3=Ss3 + cejw=53 + Ce;w(mod ¢(n)) due to dry=T}/g"=
Ty jgteav =Ty /g5t (modn), we can have 3=
e;w(mod ¢(n)).

e Since C—c=0, =gcd(s, —52,6—c), we have s;—5,=

72(C — ¢), where 1, Z. In addition, since we getr,=s; + c(x,- -
2)=8; +(x ~2")(mod p()) due to & =T} /(a"y")=T}/
(@sre(s=2)yrs) ET’f/(a“’”C("f*2 *)y™)(mod n), we can recover

X =2" 4 15(mod ¢(n)),

Based on that the knowledge extractor can compute the
certificate and the corresponding secret, it is sufficient to say
that this scheme is a proof of knowledge (Ateniese et al.,
2000; Camenisch and Michels, 1998a,b). O
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Lemma 2. Under the strong RSA assumption, a group certificate
[A; = (a%ao)% mod n,e;] with x;e 4 and e;e ' can be generated
only by the group manager provided that the number K of certificates
the group manager issues is polynomially bounded.

Proof. Let M be an attacker that is allowed to adaptively run
the Join procedure of ACJT and thereby obtain group certifi-
cates [Aj = (a%a0)¥% mod nel, j=1,..,K Our task is now
to show tggt if M outputs a tuple (%;[A,é]), with e, éeT,
A =(a%ap) " modn, and (%,é)#(x,¢) for all 1<j<K with
non-negligible probability, then the strong RSA assumption
does not hold.

Given a pair (n, z), we repeatedly play a random one of
the following two games with M and hope to calculate
a pair (u,e)eZ; x Z>1 satisfying u*=z(modn) from M'’s
answers.

The first game G1 goes as follows:

(1) Select xy,..., xxke A and ey,..., exe I.

(2) seta = 2l mod n = ze1e2-e modn.

(3) Choose rer 4 and set ag = a” mod n.

(4) For all 1 <i<K, compute A; = 25 L modn.

For example, A;=z®tes-& modn, A, =zXtnees. &
modn,..., and Ag = z&xtDewez e mod n.

(5) Select g, hegr QR(n), x< {0,...,n} and set y = g* mod n.

(6) Run the Join protocol K times with M on input (n,a,do,y,g,h)
with the prepared x;, e;, and A; for 1 <i<K.

(7) After these K registration protocols are done, M outputs
(% [A,é]) with ke 4,éc T, and A = (a*ao)"* mod n.

(8) If gcd(é,e)#1 for all 1<j<K then output L and quit.
Otherwise, let &= (% + 1)[[,-,xes (note that A=z*(mod n)).
Because gcd(é,e) =1 for all 1 <j<K, we have
ged(é,é) = gcd(é, (x+71)). Hence, by the extended Euclid-

ean algorithm, there exist «,feZ s.t. aé+pe=
gcd(é, (X +71)). Therefore, letting u=z“A®modn and
e=é/gcd(é, (X+71))>1 because é> (X+7), we have

u¢=z(mod n). Output (u,e).

The previous game is only successful if M returns a new
certificate [A,é] with ged(é,¢) =1 forall1<j<K.

We now present another game that solves the strong RSA
problem in the other case when gcd(é,ej)#1 for all 1<j<K.
Note that gcd(é,ej) # 1 means gcd(é,ej) = e; because e; is prime.

The second game G2 goes as follows:

(1) Select x3,..., xxke A andey,..., exe I.
(2) Choose jer{1,...,K} and set a=zll
(mod n).
(3) Choosereg 4 and set Aj = a” mod nand ap = A7 /a% mod n.
() For all 1<i<K, i#j, compute A;—z "8 %) licy®
mod n.
If we choose j=7 then

<t<ki#% = 7€1---€-1€j11...€K

A, = Z(x1+e7r—x7)nggK#1 7% = Z(x1+err—x7)e;..eqes...ex (mod n).

Ay = Z(Xz+27r—x7)H1y§K/“_75{ = g(Xa+err—x7)eres..eqes...ex (mod Yl),
. (XK+97V*X7>H - € _ (xg+esT—xy)e;...eqeg...ex 1
AK =z 1<i<Kt#K7 L =7 68 (mod n).

(5) Select g, heg QR(n), x€ {0,...,n*} and set y = g* mod n.
(6) Run the Join protocol K times with M on input (n,a,do,y,g,h)
with the prepared x;, e;, and A; for 1 <i<K.

(7) After these K registration protocols are done, M outputs
(%;[A,€]) with ke 4,écT, and A = (a*ao)"/ mod n.

(8) If gcd(é,e) #¢; output L and quit. Otherwise, we have
e =te; for some t and can define Z:=At/Aj modn if x> x;
and Z=Aj/A'modn otherwise. Hence, Z=(al*%l)¥s=
(z\é\)1 K (modn) with &=(% —xj)[Ticpcxs-je- Because
ged(ej, [Ti<pexezjec) =1, it follows that ged(e;, ) = ged
(¢j, 1% — xj|). Hence, there exist «,feZ s.t. aej+fBlé] =
ged(ej, [X — xj]). So, letting u:=z"Z® modn and e:=¢j/ged
(¢, 1% — x;])> 1 because ¢; > | — x;|, we have u®=z(mod n).
Output (u,e).

Consequently, by playing randomly one of the Game G1 or
G2 until the result is not L, an attacker getting access to
machine M can solve the strong RSA problem in expected
running-time polynomial in K. |
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