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A highly practical parallel signcryption scheme named PLSC from trapdoor per-
mutations (TDPs for short) was built to perform long messages directly. The new
scheme follows the idea “scramble all, and encrypt small”, using some scrambling
operation on message m along with the user’s identities, and then passing, in par-
allel, small parts of the scrambling result through corresponding TDPs. This design
enables the scheme to flexibly perform long messages of arbitrary length while
avoid repeatedly invoking TDP operations such as the CBC mode, or verbosely
black-box composing symmetric encryption and signcryption, resulting in notice-
able practical savings in both message bandwidth and efficiency. Concretely, the
signcryption scheme requires exactly one computation of the “receiver’s TDP” (for
“encryption”) and one inverse computation of the “sender’'s TDP” (for “authentica-
tion”), which is of great practical significance in directly performing long messages,
since the major bottleneck for many public encryption schemes is the excessive
computational overhead of performing TDP operations. Cutting out the verbosely
repeated padding, the newly proposed scheme is more efficient than a black-box
hybrid scheme. Most importantly, the proposed scheme has been proven to be
tightly semantically secure under adaptive chosen ciphertext attacks (IND-CCA2)
and to provide integrity of ciphertext (INT-CTXT) as well as non-repudiation in the
random oracle model. All of these security guarantees are provided in the full
multi-user, insider-security setting. Moreover, though the scheme is designed to
perform long messages, it may also be appropriate for settings where it is imprac-
tical to perform large block of messages (i.e. extremely low memory environments
such as smart cards).
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1 Introduction

1.1 Background

Traditionally, cryptographic operations for signature and encryption have been considered as
separate building blocks (“primitives”) that serve in distinct security purposes——the former is to
guarantee the authenticity of messages and the latter is to the privacy of messages. In practice,
however, many important applications, for example, secure electronic mail, require both authen-
ticity and privacy. Applications of such kind would generally compose signature and encryption
directly to achieve these goals. However, simply jointing an encryption block and an authentication
block does not necessarily achieve both of the two security requirements™. Thus, it seems justified
to invest special effort into designing a tailored and efficient solution to implement a “joint sig-
nature and encryption” primitive. This observation motivated the study of a new cryptographic
primitive known as signcryption, which is designed to achieve simultaneous privacy and authen-
ticity in the public key cryptographic setting.

Signeryption was first introduced by Zheng®! in 1997, with the expressed goal of achieving a
signcryption scheme with a smaller “cost” than a sequential composition of signature and encryp-
tion. Thereafter, several papers®— offered security arguments about various signcryption schemes,
and only recently Baek et al.'! and An et al." made on this subject the first formal investigations.
Both of them define signcryption as a multi-user primitive, which simultaneously satisfies chosen
ciphertext security for privacy and existential unforgeability for authenticity. Baek et al/ showed
that the original “discrete log-based” proposal of Zheng® indeed can be proven secure in the
random oracle (RO) model under the so-called Gap Diffie-Hellman assumption. An et al.”! ex-
amined generic composition methods of building signcryption from any secure signature and en-
cryption, giving rise to a variety of signcryption schemes so that users can easily change their
public keys or their favorite signature/encryption scheme, and still be able to seamlessly commu-
nicate with other users. While Zheng’s signcryption scheme is quite elegant and achieves very
good efficiency in the discrete-log setting, it has the disadvantage that all parties must agree on the
same public parameters (e.g. the common discrete log group). Thus, for example, any change to the
security parameter or signcryption scheme requires consensus. On the other hand, while the generic
schemes presented in ref. [1] validate that signcryption can be built from ordinary signature and
encryption, their efficiency and security are still suspectable.

In practice, many truly-efficient signature and encryption schemes, such as OAEP™, OAEP+2],
PSS-R™., are typically built from trapdoor permutations (TDPs), such as RSA, and are analyzed in
the RO model. Even with these efficient implementations, when jointing, however, they may not
certainly form an efficient or secure signcryption scheme!™. For example, users have to maintain
independent keys for signature and for encryption, the message bandwidth is suboptimal (due to
two independent “paddings” and additional overhead for identity fraud protection), and the
scheme’s “exact security” is not tight. Moreover, many of the TDP-based public-key encryption
schemes conduct the length of messages not to exceed the length of the key domain. If one wants to
encrypt bulk data, a file for instance, he has to either iteratively invoke the primitive (e.g. in CBC or
CTR mode, which is terrible in time cost because of repeated TDP operations), or use the
KEM-DEM hybrid technique to combine key encapsulation mechanism (KEM) and data encap-
sulation mechanism (DEM)"%. Both of them regard the primitive (either asymmetric or sym-
metric) as “black-box”, and inevitably repeatedly pad (in both of the encryption primitives). Thus,
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considering that practical schemes are already built from trapdoor permutations, and always use
padding techniques, this paper, inspired by the idea of “scramble all, and encrypt small”, presents
an optimized signcryption construction built from trapdoor permutations (in the RO model) that
resolves the inefficiencies of the “black-box’ composition, which shares features such as simplicity,
efficiency, near-optimal exact security, and, most importantly, flexible length of messages.

1.2 Related works

While many of the popular signcryption schemes are based on TDP, we would like to compare our
scheme to the most relevant previous works of refs. [1, 12, 13].

We think over the TDP-based implementation of the “commit-then-encrypt-and-sign” (CtE&S
for short) from ref. [1]. In CtE&S, one first modifies the original message m into m’ by concate-
nating it with the user’s IDs (identities); then applies a commitment scheme to transform the
modified message m’ into a pair <d, ¢>, and then encrypts d and signs C. Notice that, for the en-
cryption and signature, one may usually apply two new, independent padding schemes (such as
RSA-OAEP™E, PSS-R™) to d and ¢ to obtain w and s, only then applies corresponding TDPs to W
and s, and get the final ciphertext. Thus, the message is padded 4 times (hash of keys, commitment,
signature and encryption), which may be possibly hashed 7 times (one for hashing keys, two for
commitment, and two for signature and encryption respectively). In fact, for currently best-known
TDP-based encryption methods, one either has to lose exact security™ or has to pad the message to
be longer than the length of the TDP domaint¥ (CtE&S cannot achieve both INT-CTXT- and
IND-CCA-security, but achieves slightly weaker notions; see ref. [1] for details). Even so, both
lengths of the two components of commitment are confined not to exceed the corresponded key
size, which in turn confines the message length not to exceed the sum of the two key sizes. In
contrast, we just pad once (if we regard it as padding analogically) which hashes only twice, and
more importantly, we are always guaranteed to obtain INT-CTXT and IND-CCAZ2 security for the
insider security, and can perform the messages of arbitrary length.

Dodis et al."*! had proposed a generic parallel padding scheme called PSEP (Probabilistic
Signature and Encryption Padding) for signcryption scheme based on secure commitment and the
famous Feistel Transform™. The main idea is that, to signcrypt a message m, one first commits the
original message into two sub-messages <d, ¢> by the specific commit scheme:

d=myr,

¢ = (m;, @ )| #(my]r).
Then apply a single round of Feistel Transform to <d, ¢> to get the padding output <w, $>. The final
signcryption ciphertext is got by applying two trapdoor permutations, which stand for signing and
encrypting operation, to W and S respectively.

Although the author claimed that, for the public key domain length of k, the PSEP scheme po-

tentially allows one to fit |m|=2Kk, it is not practical, since, to make the 2~ (kmib being negligible
against a guessing attack, it is needed that k— |m;| =160, which means |m| = |my| + |my|<<2(k— 160).
In our scheme, we do not restrict the message to a certain length. Instead, the efficiency of our
scheme goes up with the increasing of message length not only in the bandwidth but also in the
time expenditure. If we keep the public key length being 1024, then the message length 1024 en-
ables the bandwidth of our scheme to be 33%; but when the massage length is doubled, the
bandwidth is up to 50%, and when the message length is up to 8 times of the key length, the
bandwidth can be up to 80%. The longer the message is, the higher the bandwidth, while the total
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computing expenditure keeps almost unvaried, considering that the hashing operations are much
faster and the total time consumption is dominated by the TDP operations.

To deal with long messages, Dodis"2 also suggested using the black-box hybrid method to
extend any short-message signcryption scheme with support for associated data to include support
for long messages. Given the OTP (one time padding) encryption and PSEP suggested by the
authors, the long-message signcryption scheme of ref. [12] takes 4 hashes (one for OTP operation,
two for commitment and one for Feistel transformation). Comparing with ours, it spends 2 more
hashes, without extra gains in bandwidth.

We compare our scheme with RSA-TBOS™2. This is a signeryption scheme that uses PSS-R
padding for sequential composition of RSA signature and encryption. Namely, to transmit
RSAR(RSA s (W||s)), where w]|s is the result of PSS-R applied to the message m, and RSAy and
RSA™'y are the RSA and inverse RSA function respectively under the key of user U. Unfortunately,
PSS-R does not happen to be a good padding scheme as expected. For example, their results do not
imply practical security guarantees even when using a 2048-bit RSA modulus. In addition, the
RSA-PSS-R padding scheme for encryption has a rather low bandwidth or message recovery: the
size of the recovered message must be below half the size of the modulus. In the typical key setting
of k=|N|=2048 and ko= 160, we can obtain as maximum |m| = 826, that is, |m| is only up to 42% of
IN|. Comparatively, our scheme provides tightly exact security, supports flexible length of mes-
sages, and is more efficient (see section 4 for details). Furthermore, it can be processed in parallel,
which can get more gains than the RSA-TBOS.

1.3 Our contributions
Our scheme is built from the usually TDPs. In our scheme each user U independently picks a single
trapdoor permutation fy (together with its trapdoor, denoted by f;;') and publishes fy as its public

signcryption key. Unlike generic TDP-based signature and encryption schemes, our scheme fol-
lows the idea “scramble all, and encrypt small”, using some scrambling operation on message m
along with the user’s IDs, and then passing small parts of the scrambling result through corre-
sponding TDPs. Our scheme uses totally only one single specialized scrambling operation, rather
than one independent scrambling for each TDP computation. This design results in noticeable
practical savings in both quantitative and qualitative security, as well as improves the message
bandwidth and efficiency. Note that we do not claim any improvement in the computational effi-
ciency of TDPs, instead, we manage to reduce the invocation of TDPs for long message, since in
practice the computational overhead is completely dominated by the time required to compute and
invert TDPs. In particular, our signeryption schemes will require exactly one computation of the
“receiver’s TDP” (for “encryption”) and one inverse computation of the “sender’s TDP” (for “au-
thentication”), which is clearly optimal for TDP based signcryption in dealing with long message.
Moreover, avoiding verbosely combining symmetric and asymmetric primitives, the performance
of our scheme is even better than the black-box hybrid scheme that is widely used for long message
signcryption.

The scheme we proposed in this paper is based on the work of Dodis et al. , who present a
paradigm known as padding-based parallel signcryption. While the primary computational ad-
vantage of padding-based parallel signcryption over straightforward composition of encryption
and signature lies in its parallelization of the signature and encryption operations (which is rarely of

12,16

practical value), the advantages of the scheme in terms of security, flexibility, and compatibility are
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sufficient to merit its use. For a detailed comparison of the advantage of padding-based parallel
signcryption in relation to other signcryption schemes, see ref. [16]. Most importantly, our pro-
posed scheme has been proven to be semantically secure under adaptive chosen ciphertext attacks
(IND-CCAZ2) and to provide integrity of ciphertext (INT-CTXT). Both of these security guarantees
are provided in the full multi-user, insider-security setting (described in further detail below). Our
proposed signcryption scheme also includes support for long messages (such as emails).

Finally, we evaluate the performance of our scheme in the context of different length of mes-
sages. Our implementation is based on the Crypto++4.2 library, modified to include support for
twice RSA operations and once scrambling operation. Also, for comparative purposes, we use the
same RSA operations and hash schemes as RSA-OAEP implemented in Crypto++4.2, and keep
keys the same as RSA-OAEP does. We show that substantial performance improvements can be
realized by encrypting messages of large bulk.

1.4 Overview of this paper
Section 2 presents some preliminaries used in this paper; section 3 provides the construction of the

new scheme and its security; sections 4 and 5 discuss its performance and some other features. The
conclusion is produced in section 6.

2 Preliminaries

2.1 Notations

Throughout this paper, we will use the symbol “|x|” to denote the bit length of X, “X||y” to the
concatenation of X and y. The symbol “@ ” denotes the bitwise-exclusive-OR operation. If n is a
positive integer, then the symbol {0,1}" denotes the set of n-bit binary strings (We also use the
symbol {0,1 }* to denote the set of binary strings with no fixed length). If f is a randomized (resp.,
deterministic) algorithm, then “X & fyy (resp., “x <« f(y)”) denotes the process of running f on

input y and assigning the result to X. However, if M is a set, then “x¢—=— M ” denotes that X is
randomly chosen from M.

2.2 Trapdoor permutations

A family of trapdoor permutations (TDPs) is a family of one-way permutations with an extra
property. There exists a secret inverse function (the trapdoor) for each member f of the family that
allows its possessor to efficiently invert f at any point in the domain of his choosing. It should be
easy to randomly generate a permutation f and some “trapdoor” associated with f. Furthermore, f is
easy to compute and, given the trapdoor information, so is its inverse f . However, without the
trapdoor, f is “hard” to invert on any inputs, that is, for any adversary 4, given y = f(X) for random
X, the probability of successfully finding X is negligible in the security parameter k of the generation
algorithm. A TDP family F is said erpp-secure, if for any member fj of F and any image fi(X), no
PPT (Probabilistic polynomial time) adversary 4 can, without the correct trapdoor, successfully

find the pre-image X with probability greater than &1pp.
2.3 Signcryption

In this section, we formally describe multi-party signcryption and its security. We generalize the
definitions of refs. [1, 17] to include support for user’s identities, in order to provide more useful
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functionality and more general results.

2.3.1 Syntax of signcryption scheme. A signcryption scheme consists of the algorithms SC =
(K, SE, D). In the multi-party setting, the K(k) algorithm for user U generates the key-pair (pky,
sky), where K is the security parameter, Sky is the signing/decryption key that is kept private, and
pky is the verification/encryption key made public. Without loss of generality, we assume that pky
is determined by sky.

The randomized signcryption (sign/encrypt) algorithm SE takes as input the sender S's public
key pks , secret key Sks , the receiver R’s public key pkg, and a message m from the associated
message space M, and internally some coins and outputs a signcryption (ciphertext) c; we write

C—SE i sk, pk,, (M) (sometimes, we omit pks,sks, pkr and write C«—SE (M)).

The deterministic de-signcryption (verify/decrypt) algorithm 9D takes as input the signcryption
(ciphertext) ¢, the receiver R’s public key pkg, secret key skg, the sender S's public key pks, and
outputsmEMU { L}, where “_ 1 indicates that the message was not encrypted or signed properly.

We write Me—¥D g g o (C) (again, we can omit the keys and write m«— D (C)). We require that

YD (SE (M)) = m, for any me M.

Compared with the definitions of refs. [1, 17], the notion we present here is slightly deferent
from theirs. Here, we include clearly the sender’s and receiver’s identifications (public keys) in
both signcryption and de-signcryption for two reasons: First, both of the sender and receiver’s
identifications (public keys) are available to everyone, and can be used when encrypting and de-
crypting. Second, involving both parties’ public keys causes the ciphertext to be bound to the
genuine users, which may be used to improve the security of a signcryption scheme. For instance,
considering the Encrypt-then-Sign scheme in the multi-user setting, a man-in-the-middle attacker
may intercept a ciphertext, and strip off the signature of the original sender, then re-sign it using his
own key and send to the intended receiver to declare himself to be the origin of the message.
Binding the sender’s public key into the ciphertext may resist this type of attack. Also for the En-
crypt-then-Sign scheme, the receiver may re-choose a new pair of keys to make the same ciphertext
to de-signcrypt into deferent messages. Binding the receiver’s public key into the ciphertext may
cause a failure during de-signcrypting, if the receiver changes his public-secret key pair.

2.3.2 Security of signcryption scheme.  In this paper, we only use the strongest possible notion
of Insider security for multi-user signcryption™. As expected, the security for signeryption consists
of IND-CCA2 (Indistinguishability under adaptive chosen-ciphertext attacks) and INT-CTXT
(Integrity of ciphertext) components when attacking some user U.

For the purposes of this paper, we will consider a signcryption scheme to be secure when it is
provably both IND-CCA2 and INT-CTXT secure against insiders in the multi-user setting. Security
against insiders implies that the authenticity of the scheme is protected even if the recipient of the
ciphertexts is in fact malicious, and that the privacy of the scheme is protected even if the sender of
the ciphertexts is malicious. Clearly, this notion is a stronger notion of security than the outsider
security (which does not provide these guarantees). Multi-user security implies that no “identity
fraud” can occur in a setting where multiple users may have a key (which is generally the setting of
interest). In this setting, IND-CCA2 security implies that any PPT adversary has at most negligible
success advantage in the following game: The adversary is first allowed to query a user R to
signcrypt arbitrary messages to arbitrary recipients, or to de-signcrypt arbitrary ciphertexts of the
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adversary’s choosing. The adversary then selects two messages, My and M, asks the challenger to
signcrypt one of them at random (with R as the recipient, using a sending secret key of the ad-
versary’s choice), and to return the corresponding “challenge” ciphertext to him. The adversary
may then continue to query R for arbitrary signcryptions and de-signcryptions, subject to the re-
striction that he may not request the de-signcryption of the challenge ciphertext. In the end, the

adversary outputs a bit b’ as his own decision to indicate which one of My and M is encrypted. We
ind —cca2

say that 4 “successes” if b=b’. Let Advg. ;" (RL)=|2-Pr[b=Db’] - 1| denote his advantage over

the random guessing. Here RL is a list of variables specifying the resources of interest for the ad-
versary in question. Adversarial resources to which we pay attention are: t, the running time of the
adversary; g, the number of queries asked by the adversary; and g, the aggregate length of these
queries.

Definition 1 (IND-CCAZ2 secure). A signcryption scheme SC is indistinguishability under
adaptive chosen-ciphertext attacks, or IND-CCA2 secure, if for any PPT adversary A4 that plays the

ind—cca2

sca () is negligible with respect to the secure parameter.

above game, the advantage Adv

Note that to deal with insider security, in Definition 1 the adversary is assumed to have the
private key of the sender of a signcrypted message. This means that confidentiality is preserved
even if a sender’s key is compromised (i.e. forward security). This requirement is necessary in
some case. For example, assume an adversary 4 happens to steal the key of S, even though now 4
can fake messages “from S to R”, the Insider-security can keep the adversary 4 from understanding
the previous (or even future) recorded signcryptions sent from honest S to R, while the Out-
sider-security might not.

The INT-CTXT security definition implies that any polynomial time adversary has at most
negligible success advantage in the following game: The adversary is allowed to query user S to
signcrypt messages of his choice to recipients of his choice, or de-signcrypt arbitrary ciphertexts of
his choice. Eventually, the adversary attempts to output a valid ciphertext that appears to be sent by

S, but was not previously returned to the adversary by one of his queries to S. Let Advié?’ctf;t’(t (RL)=

Pr{success] denote his advantage.
Definition 2 (INT-CTXT secure). A signcryption scheme SC is integrity of ciphertext, or
INT-CTXT secure, if for any PPT adversary 4 that plays the above game, the advantage

Advisnctfﬂcrxt (+) is negligible with respect to the secure parameter.

To deal with the insider security, in Definition 2 the adversary is assumed to have the private key
of the receiver of a signcrypted message. This means that the integrity of ciphertext is preserved
even if a receiver’s key is compromised. This requirement is to keep the adversary 4 from gener-
ating valid signcryptions (by re-keying, for instance) that were not actually sent by honest S.

A signcryption scheme satisfying the above security requirements represents an extremely re-
silient cryptographic primitive that may be safely used in a wide variety of contexts. As for the
analysis in ref. [1], a simple composition of signature and encryption will not satisfy these re-
quirements. In particular, any composition of PKCS#1"™® encryption and signature schemes will
not satisfy these definitions of security (even using the “commit then encrypt and sign” paradigm
proposed in ref. [1]). In this paper, we propose the scheme that scrambles the whole message along
with the use’s IDs, then computes two TDPs in parallel and provides all these security guarantees.
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3 The new scheme and its security

We first introduce the generic construction of our new scheme, which uses a general trap door
permutation function family. To facilitate the description, we name our scheme “Parallel
Long-message Signcryption” (PLSC for short). In the definition, we assume that the algorithm K

generates a (t, &mp)-secure TDP pair (fy, f ') given to the honest user U. The RSA and Rabin

functions are the two best-known TDPs. For security intuition, it is also instructive to think of the
sender S and the recipient R as acting maliciously (since we are in the Insider-security model™).
The encryption uses two cryptographic hash functions and takes as input a plaintext message, a
random string of the length of the TDP domain, and for resisting identity fraud, the IDs of the
sender and intended receiver. Figure 1 depicts the process. Detailed instructions are defined as
follows.

Definition 3 (Construction of PLSC). Let n and | be two positive integers. Let # :
{0,1}"—{0,1}" and G: {0,1}"—{0,1}' be two cryptographic hash functions. Let F: {0,1}'—{0,1}'
be a trap door permutation family, ID be a public determinative algorithm that takes as input a
user’s public key and outputs the user’s identification (it may simply be a hash function or the
identity transformation). Define the signcryption scheme SC=(K, SE, D) that uses the hash func-
tion #,G and trap door permutation family F as follows:

Algorithm (k) Algorithm SEfs,fs",fn (m): Algorithm VD - ©):
f, «2—F ids « 19(fs) ids « I19xfs)
fg «X—F idg <« 1D(fR) idg < ID(fr)
Return< fg , fg' > < fq, fg' > re® (0,1} Parse C as ¢i[| ¢ || &
p < H(r, ids||idr) r< fg'(cy)
g« g(m|]r, ids|lidr) p < 7, ids||idg)
o« f5'(9) M« c®p
e fo (D g < G (m[|r, ids||idg)
< mdp g'« fs (o)
ccllello If g =g’ then return m
Return € else return L

The function G(-) can be any fixed length output collision resistant hash function (CRHF for
short) that can be modeled as a random oracle that is defined in PKCS#1 standard (for example, the
SHA256 hash function), with an output length suitable to the inversion TDP operation. The func-
tion (-) can use the MGF (mask generating function) that extends a fixed length output CRHF to a
variable length output CRHF. The details to construct a MGF using CRHF are provided in the
PKCS#1 v2.1 document™™.

Theorem 1 (Security of PLSC). Let #/: {0,1} —{0,1}"and ¢ : {0,1}"—{0,1}' be two crypto-
graphic hash functions, F: {0,1}'—>{0,1 }I be a trap door permutation family of the &p -secure.
Let SC=(K, SE, 1D) be the signcryption scheme constructed via Definition 3. For any PPT ad-
versary 4 against IND-CCA2 security and adversary B against INT-CTXT security, which queries
the random oracle #, G, the signcryption oracle S, the de-signcryption oracle D at most Qu, Jc,
s, and gp times respectively, and takes time approximately t. We have
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r idg, idy, Message

fr -+ 5!
v v v
¢ ¢, c,

Figure 1 Construction of PLSC.

AV 42 (t,qp, Ga, Gs, Ap)<0o2™" + (dp + 45" (2" +1)0s + O + 270g) )2+ 4 erpp, (1)
AV (1.4, G, Gs, Go)<(Gp +1) 27 +(Gp + Gs (2" +1)gs + G + 270e) +1)2 + erpp,  (2)
t=0((0c+2:0s + qp )Ty, (3)

where T is the time to compute a single TDP operation.
The proof of Theorem 1 is given in Appendix A.

4 Performance of the new scheme

To analyze the performance and compare with other schemes, we would like to take the RSA
Trapdoor Permutations to create a signcryption scheme as in section 3. Under the strong RSA
assumption, RSA is a family of strong one-way trapdoor permutations®>. So the RSA based
signcryption scheme constructed via Definition 3 is still insider-secure in the sense of IND-CCA2
and INT-CTXT.

First, we evaluate the cost of computation of our scheme. Since the hash function can be com-
puted very fast, the main cost of the scheme concentrates on the time expense of RSA (i. e. modular
exponentiation). Let Teyy be the computational cost of a modular exponentiation, T, a hashing, T, a
random string chosen from {0, 1}I . Let Tee-pLsc and Tyg.psc be the total computational cost of the
signcryption and de-signeryption respectively. We have

Tsersc = Tr 2Th +2Texp,
Tw-psc = 2Th +2Texp~

We compare it with the RSA-TBOS scheme™ that applies the PSS-R padding scheme. In the
PSS-R-Padding, in order to guarantee that the padding result as an integer less than Na, a
trial-and-error test has to be conducted. Let Tse-rsa-thos and Tyg-rsa-thos b€ RSA-TBOS’s total compu-
tational cost of the signcryption and de-signcryption respectively, if the leading-0 technique is used
in PSS-R padding, then

T se-rsa-tbos =T+ +2Th Jr2Texp;
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which is the same as our scheme.

Notice that, when signcryption, if o=Padding(m, r) da (mod Na ) > Np, in order to produce the
proper ciphertext, the most significant bit of o must be chopped off, which can be fixed back during
de-signcryption by the receiver’s verification step. This occurs with roughly 1/2 probability. So to
correctly recover the plaintext, it will be 1/2 probability to repeat the de-signcryption and the mean
number of de-signcryption is 1.5. Thus

Tvd-rsa-thos = Texp +1 -5(2'Th +Texp) = 3Ty +2-5Texp,
which is obviously more expensive than ours, particularly in the computation of Tey, because of
that the overall overhead is absolutely dominated by the cost of Texp.

Then we need to compare the communication cost of the RSA-based PLSC with RAS-TBOS. In
the RSA-TBOS, the RSA-PSS-R padding scheme has a rather low bandwidth for message recovery:
the size of the recovered message must be below half the size of the modulus. In the typical key
setting of k =|Ny|=2048 and ko= 160 (where Ny denotes the RSA module), the maximum |m| we
can obtain is only up to 42% of Ny. However, in our RSA-based PLSC scheme, considering that
n=2-1, |s|=1, |p|=|m|=n, |cz] = |p|=nN, and |[¢,|=|o| =1, so [m|=0.5|c|. That is, the bandwidth is 50%
of the RSA modulus. Moreover, if we promote the ratio of n to I, the bandwidth will be even higher,
for instance, when the |m| is up to 8 times of |, the overall bandwidth will be up to 80%.

We compare the performance of our PLSC with that of the black-box hybrid scheme (Hy-
brid-PSEP, for short) of ref. [12]. Given the OTP (one time padding) encryption and PSEP sug-
gested by the authors, the hybrid scheme of ref. [12] takes 4 hashes (one for OTP operation, two for
commitment and one for Feistel transformation). Let Tse.nybrid-psep and Tyd-hybrid-psep b€ the Hy-
brid-PSEP’s total computational cost of the signcryption and de-signcryption respectively, then

Tse-hybrid-psep =T, +4Th Jr2Texp,
Tvd-hybrid-psep: 4Ty +2Texp-
And its bandwidth and minimum length of ciphertext are the same as ours.

Table 1 summarizes the performance of our scheme as compared with the two previous works of
Hybrid-PSEP and TBOS

We present some experimental results of our scheme. The experiments are implemented with
Crypto++ 4.2 package on the platform of WINDOWS 2000 with SP 4, CPU of 2.60 GH and RAM
of 512 MB. Table 2 shows the average CPU clocks consumed by each computing primitive for
different lengths of messages (we keep the key length to be 1024 bits, and, for each message, we
repeat the experiment 5 times. “MSGLEN” stands for the message length; “EN_G”, “EN_H”,
“S_RSA” and “R_RSA” stand for the G(-), #(-), RSA computation of sender’s signature key and
RSA computation of receiver’s encryption key respectively in signcryption; “R_DERSA”,
“S DERSA”, “DE _G”, “DE_H” stand for the RSA computation of receiver’s decryption key, the
RSA computation of sender’s verification key, G(-) and H(-) respectively in de-signcryption).
Figure 2 illustrates the variation of time expenditure of each computing primitive in dealing with
different lengths of messages.

The experimental result shows that, for different lengths of messages, the time expenditure of
hashing operation ascends in linearity, while the TDP’s keeps at almost the same level. Though the
time consumption of hashing varies directly as the message length, it is still negligible compared
with the TDP’s, and the overall time overhead is still dominated by the TDP operation.
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Table1 Performance comparison with prior schemes

Cost Hybrid-PSEP TBOS PLSC
Computations in signcryption T +4Th +2Teep Te +2Th +2Texp T +2Th 2T e
Computations in de-signcryption 4Th +2Texp 3Th +2.5Tep 2Th F2Tep
Ciphertext length |m[+2|Ny| [\ |m[+2|Ny|

Table 2 CPU clocks consumed by each computing primitives for different length of messages
MSGLEN EN_G EN_H R_RSA S_RSA R_DERSA S DERSA DEH DEG Total

(byte) (109 (109 (107 (10) (107 (109 (107 (107 (109
128 046 028 0.29 0.29 11.94 11.97 028 046 25.97
256 064 051 0.29 0.29 11.96 11.93 052 064 26.78
384 0.81 0.80 0.29 0.29 11.97 11.98 0.81 0.81 27.76
512 0.98 1.04 0.29 0.29 11.99 11.93 104 099 28.55
640 116 1.28 0.29 0.29 11.97 11.93 130 116 29.38
768 134 156 0.29 0.29 11.96 11.96 156 134 30.30
896 1.51 1.80 0.29 0.29 11.95 11.97 180 153 31.14
1024 169  2.08 0.29 0.29 11.95 11.94 209 170 32.03
140000000
MSGLEN (byte)
120000000
128.00
100000000 —
256.00
Ag 80000000 4 384.00
G —
2 60000000 4 512.00
= _
640.00
40000000
768.00
20000000 1 296.00
0 1024.00
EN G R RSA R DERSA DE H
EN H S RSA S DERSA  DE G
Primitives

Figure 2 Comparison of CPU clock consumption between deferent computing primitives for different lengths of messages.

5 Further discussions

One important point of the scheme captured in the pictures above is that the full public keys of both
sender and recipient are clearly bound to the signcryption of m, along with the random string r. This
prevents “identity fraud” attacks, and provides increased security for users who may publish mul-
tiple public keys.

Note that, in Definition 3 we, for the sake of conciseness, define the two TDPs used as “sign”
and “encrypt” to compute data of the same length, however, all lengths can be chosen “appropri-
ately” to support mismatched sender and recipient key lengths. This is important for legal reasons.
For example, a sender might publish a certified public key using 1024-bit RSA, which is allowed to
use in some countries for the purposes of signing, whereas encryption operations are limited to
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512-bit modular by law. In this circumstance, if the sender wishes to signcrypt a message to a
recipient with a 512-bit key, it needs not generate and sign a temporary 512-bit key; instead, the
sender can simply apply the signcryption scheme directly using its 1024-bit sender’s key and the
512-bit recipient’s key.

If the desired application of signcryption requires “non-repudiation”, our scheme can be used to
achieve this goal (barring disclosure of the sender’s private key). A recipient who wishes to display
the signature of the sender can simply decrypt c,, and provide it along with his public key and the
sender’s signature of C; as evidence, which can then be verified. This does not require the recipient
to reveal his private key in order to prevent the sender from repudiating his message.

It may also be appropriate for settings where it is impractical to perform large block of messages
(i.e. extremely low memory environments such as smart cards). To adapt to these settings, we
suggest that hash functions used in our scheme should be constructed iteratively (e.g. from cipher
block) like MGF used in PKCS#1™. and perform large messages in the “stream” manner: First,
we choose the random string r, compute and output C;; then we take the blocks of message one by
one to generate each block of ¢, as well as the hash value g; at last, we exert the inversion OTP
operating on g to output Cs.

6 Conclusion

In conclusion, we feel that our suggested signcryption scheme has proven to be a useful one.
Protocol designers can easily use it to achieve extremely powerful security guarantees in a wide
variety of settings. It is efficient, insider and forward secure, non-repudiation, and easily imple-
mented. Our scheme also provides many small hidden benefits that will likely be found to use in
time. For example, a user would possibly find that he could replace the TDPs in our scheme with a
secure signature and an encryption scheme respectively with the only slight cost of performance
degradation. Another, it is possible to distribute the portion of the output of G(-) and the random
string r that needs to be “signed” and “encrypted” over to any other machines, using any authen-
ticated channel. The machine performing the “signing” or “encrypting” operation learns nothing
about the ciphertext. Also, we can pre-compute the fz(*) and 74(-) before the arrival of the message,
which can even promote the performance dramatically.

As claimed above that the signcryption scheme we proposed is ideally suited to perform long
messages, we would like to mention that if short messages (|m| < I) must be dealt with, the band-
width would be getting terrible (as common hybrid methods do). We believe these drawbacks are
extremely minor in light of the many advantages of our scheme.

Appendix A: Proof of Theorem 1
A.1l Proof of eq. (1)
We first establish bounds for Advi;‘cd,:qcca2 and prove eq. (1). Recall that fs, fg' represent the

sender’s public key and secret key respectively, and fy, fg ! the keys of the receiver.

Consider an adversary 4 against the IND-CCA2 security of the scheme. We show the bound on
A’s success probability by proceeding through a sequence of games Gy, ..., G4, where Gy is the
unmodified IND-CCA2 attack game. We define the event S; to be that 4 is successful in G;. Each
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new game G; will have a corresponding analysis bounding the difference between Pr[S;] and
Pr[Si_;]. The final bound on 4’s advantage in Gy will follow from the success probability Pr[S,],
and the bound on Pr[Sy]—Pr[S4] which can be established from the relative bounds on the inter-
mediate games. Throughout the following analysis we will use ¢* = ¢;*|| ¢,*|| o* to denote the
challenge ciphertext corresponding to m, (where b is the challenge bit) that is issued to 4 in the
IND-CCA2 attack game in response the challenge oracle query.

(1) Game G,. Let G be the same as Gy (the unmodified IND-CCA?2 attack game), except that
we replace the random oracles and the SE and D oracles with the following simulators:

1) Random oracle simulator é and # for IND-CCA2 proof. For each query 4 makes to G, of
the form G (mi||ri, ids||idRr), the simulator é first checks to see if G (mi||ri, ids||idr) was previously
defined. If so, the é replies with the previously defined value. Otherwise, the é chooses a ran-
dom o' € {0, 1} and defines G (m'[|r', ids|lidg) to be (o). The simulator é then records the pair

(o' millri, ids|[idr) in a lookup table for future reference (used in the 9D oracle simulation), and
returns fs(Gi).

Note that the distribution of values returned by this random oracle simulator is still uniformly
random, so this simulation is perfectly “honest”. However, it now takes time approximately T;to
compute before responding to each query. The space cost will be |o|+m|+|r[+2|id[=2I+n+2]id|,
where |id| is the length of idy in bits.

The simulator % for the random oracle # works in the same manner with the only except that
the value f(r) needs not be computed. The space cost will be |p|+|r|+2id|=n + 1+ 2|id|.

2) De-signcryption oracle simulator ¥D for IND-CCA2 proof. When a query D (C) is issued,

the simulator VD parses C as Ci|| C; ||o. Then 4D thinks of itself as the intended receiver and
searches the lookup tables of G and # to find a matching pair (o, ids||idg) in a triple (o, m||r,
ids||idr), and a matching pair (r, ids|[idr) in a triple (p, r, ids||idr). If either of such triples does not
exist, the D returns L, otherwise, since 74(r, ids||idg) has been queried already, it computes

M«—C, @ #(r, idg||idr) , C,"« fg (). If c; =c,’ then YD returns m, else returns L. We note that if

the lookup succeeds, the D will return the correct output. The time cost is about T.
3) Signcryption oracle simulator SE for IND-CCA2 proof. When a query SE (m) is issued, the

simulator SE thinks of itself as the intended sender and properly computes the response as fol-
lows:

¢ Choose a random string r € {0, 1}I , and a random string ¢, € {0, 1}", compute ¢, = fz(r), and p
=m@ C, .Define #(r, ids||idr) to be p. Fail if #(r, ids||idg) was already defined.

¢ Choose a random o€ {0, 1}I , and compute Yy = fs(0).

e Define G(m||r, ids||idr) to be y. Fail if g(m||r, ids||idg) was already defined.

® Return ¢4/|C,||o.
Observe, if the procedure does not fail, SE returns a valid response to the SE query, as o= fg' ().
The time cost is about 2-T.

This completes the definitions of the oracle simulators, which G, uses to replace the function-
ality of the corresponding oracles from Gy. Provided that these oracle simulators do not fail, Gy is
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identical to Gy, so Pr[Sy]-Pr[S;] is bounded by the probability that a failure occurs.

Denote by Fialyp the event that the simulator YD fails. VD can only fail by incorrectly re-
turning | when queried on a valid ciphertext. That is, 4 queried a valid ciphertext containing a r
for which it did not issue a corresponding #(r, ids|[idr) or a pair (m, r) for which it did not issue a
corresponding G(m||r, ids||idr) oracle query. The first case means that the corresponding p will be
random, the probability that such a random p=c, @ m is at most 2™". The second case means that the
corresponding g will be random, the probability that such a random g=fs (o) is at most 27 Thus
the total probability that a failure of this type occurs after qp queries to the de-signcryption oracle
will be

Pr{Fialuw] < qp2"+27. (A1)

Denote by Fialss the event that the simulator SE fails. The simulator SE fails only if there is a
“collision” between a freshly generated (m||r, ids|[idr) and one of the (M’||r’, ids||idr) for which
G(m’]|r’, ids||idg) or #Ar’, ids||idr) have already been defined. We note there are at most gs + gy and
s +0c of such previously defined #(r’, ids||idr) and g(m’||r’, ids||idR) inputs respectively. If r were
generated randomly and the intended users kept unchanged, the probability that it would collide
with a previously defined value r’ during one of the queries to the S simulator would be at most
0s'(0s +qH)-27|. In the same way, the probability of such collision about m||r would be at most gs(gs
+qG)~2*(n+'). Thus the total probability that the simulator SE fails after at most gs queries will be

Pr{Fialse] < gs(ds + )27 + Os:(0s + 0e)2 "= gs:(2" +DUs + Gy + 270127 (A2)

Let SimFial be the event that one of these simulators fails to return the correct response. Thus, by

combining eq. (A1) with eq. (A2)
Pr[SimFial] < Pr[Fialp] + Pr[Fialsg]
< 2" +27) +0s((2" +1)gs + G + 2 ge) 2"

< gp2" + (@o + g5 (@ +1)gs + qn + 27ge) )27, (A3)
and we have now established the bound:
Pr[So] — Pr[S,] < Pr[SimFial]. (A4)

(i) Game G,. Game G, is G| modified to halt in the event that 4 queries H(r*, ids||idg) (where
r* denotes the corresponding random string of challenge ciphertext c*) for any user ids, idg. We
denote the event that game i halts prematurely in this fashion by Halt;. Since G, is identical to G,
unless Halt, occurs, we have

Pr[S,] - Pr[S,] < Pr[Halt,]. (AS)

(ii1) Game G;. Game Gj is the same as G,, but modified so that the second component of the
challenge ciphertext returned to 4, (i.e. C;*) is replaced by a random string. We note that the game
halts if 4 queries #(r*, ids||idg) for any user ids, idg, so while the game is being played 4 learns
nothing about the value of #(r*, ids|[idr). In particular, this means that if we replace ¢,* by a
random C’,, we can imagine that #(r*, ids|[idr) was defined “correctly” to be m, @ ¢’; and thus G;
has the same exact distribution as G,.

Pr[S3] = Pr[S;]. (A6)

(iv) Game G4. Game Gy is G; modified so that the entire challenge ciphertext c* is replaced by
a random string. That is, we replace ¢;* and o* by two random strings. We note that the challenge
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ciphertext in G; does not provide 4 with any information about m, @ p, since C,* was replaced by a
random string. Thus, it dose not provide any information about the my, and for any random string o,
we can think of f5(o”) as the “correct” value of G(my||r*, ids||idg). Notice that, if the ¢,* and o* are
replaced by random strings, the ¢;* cannot provide any information about the challenge message
my,. Thus G4 has the same exact distribution as Gs:
Pr[S4] = Pr[S5]. (A7)
However, it is clear that since the challenge ciphertext was replaced by a random string, it no
longer depends on the challenge bit b. Thus, 4 must guess the bit correctly with probability 1/2 in
game G4 when it plays to completion (i.e., when it does not halt):
Pr[S4] < 1/2 + Pr[Halty]. (A8)
Finally, we bound the probability that G, or G4 halts by observing that the entire game can be run
by a simulator with no knowledge of the secret trapdoor f;'. Such a simulator can act as a re-
duction to the security of the underlying TDP. First, we observe the running of the game G,. The r*
is randomly chosen and the value ¢*, = f; (I*) is passed to the adversary 4 for a portion of the
challenge ciphertext, and the game will halt if the adversary issues a query of the form #{r*,-) such
that fg (r*) = c*;. Thus, if the game halts, the adversary simply output this pre-image r*, a suc-
cessful inversion of the TDP. Thus
Pr[Halt,] <X &rpp - (A9)
And also
Pr[Halt;] < &pp - (A10)
Combining these bounds on Pr[Halt,] and Pr[Halt,] with egs. (A3)—(A10) gives the desired result:
AdVisncd,;qccaz (t, OH, 9e, Js, Ap) = 2-Pr[Sp] - 1
<2-(Pr[SimFial] + &rpp +1/2+&rpp )—1
=2-(Pr[SimFial] + 2- &1pp )
< gp2 ™'+ (@ + 95 (@ +1)0s + g + 2706) )2 derp, (AL
and eq. (1) holds.
A.2 Proof of eq. (2)

We then establish bounds for Adviqnctj@“xt . To establish a bound on Advisnctf@mt , we will reduce the

adversary @ that breaks INT-CTXT security of the signcryption scheme to that breaks the security
of the underlying TDP. The reduction will run a modified INT-CTXT attack game against 3,
simulating the random oracles, a 9D oracle and a SE oracle in similar fashion to the simulations
introduced in game G; used in the Adviqncd’;qcca2 bound analysis. The reduction @ takes an inversion
challenge y as input and finds a pre-image X such that y = fy(x).

1) Random oracle simulators é and 7 as well as signcryption oracle simulator SE for

INT-CTXT proof. These three oracle simulators are identical to the simulators from the
IND-CCAZ2 proof.

2) De-signcryption oracle simulator D for INT-CTXT proof. This oracle simulator is con-
structed identically to the simulator from the IND-CCA2 proof. Notice that there is no challenge
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ciphertext in this game, so the simulator only outputs L on ciphertexts for which g(m||r, ids||idg)
or #(r, ids||idg) was not queried, or de-signcrypt legitimately returns L.

Let SimFail denote the event that one of the oracle simulations fails to return the correct re-
sponse. The random oracle simulation is always correct, but the 4D oracle may fail exactly as in the
failure case described in the IND-CCA proof. Similarly, the SE oracle fails with the same prob-
ability as in the IND-CCA2 proof. The total probability of SimFail occurring is thus bounded as
follows:

Pr[SimFail 1<Pr[Fial¢p] + Pr[Fialsz]
< Oo2" + (G + Os(2" +1)as + Gu + 27e) )27 (A12)

Let Bad be the event that the new valid ciphertext forged by @ contains a pair (m, r) for which it
never issue a corresponding G(m||r, ids||idg) or #Ar, ids||idg) oracle query, which means that the
corresponding g or p will be random. The probability that such a random g satisfying g="fs (o) is at
most 27, and the probability that such a random p satisfying p = ¢, ® m is at most 2", so

Pr{Bad] <27'+2™". (A13)

Notice that, when —Bad occurs, both the corresponding G(m||r, ids||idg) and #(r, ids||idg) have
been queried ever. In this case, if @ succeed in forging a new ciphertext ¢’,||C’;]|| o, then the cor-
responding ¢’ must be new. So the value g(m||r, ids||idR) is the pre-image of o’, because that fs(c”)
= g(m|]r, ids||idg). Thus

Pr[® success /\ —SimFail A\ —Bad] < &pp - (A14)
Combining eqs. (A12)—(A14), we get

Adv{e " (t, G, Qe Gs, Gp)=Pr[3 success]

= Pr[8 success /\ SimFail ] + Pr[® success /\ —SimFail ]
< Pr[SimFail ] + Pr[8 success /A —=SimFail ]
= Pr[SimFail ] + Pr[3 success /A —SimFail /\Bad]
+ Pr[B success /\ —SimFail /A —Bad]
< Pr[SimFail ] + Pr[Bad] + Pr[3 success /A —SimFail A\ —Bad]
<gp2 "+ (@o + A5 (2" +1)0s + Gu+270e) )27 + 27+ 2" g,

= (@ +1) 27" +(Go + G5 (2" +1)lls + G + 27G0) +1)12 + oo,
and eq. (2) holds.
A.3 Proof of eq. (3)

We evaluate the complexity of the above proof. The runtime for the simulations (and thus the
reductions corresponding to each of the games in IND-CCAZ2 proof, as well as the reduction in the
INT-CTXT proof) is O((qg +2-0s + 0o ) Tr) where T is the time to compute a single TDP operation,
and the space required is O((n + | + 2[id|))(gy + gs)+ (21+n+2[id]) (g +Qs)) where | is the input length
of the TDPs, n is the length of message, and |id| the length of user’s identification.
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