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ABSTRACT

Recently bilinear pairings on elliptic curves have raised great
interest in cryptographic community. Based on their good
properties, many excellent ID-based cryptographic schemes
have been proposed. However, in these proposed schemes,
the private key generator should be assumed trusted, while
in real environment, this assumption does not always hold.
To overcome this weakness, in this paper, we will use the
threshold technology to devise a secure ID-based signcryp-
tion scheme. Since the threshold technology is adopted not
only in the master key management but also in the group
signature, our scheme can achieve high security and resist
some malicious attacks under a certain threshold.
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1. INTRODUCTION

Identity based cryptosystemn was introduced by Shamir in
1984{1]. The main idea was to get rid of public key certifi-
cates by allowing the user’s public key to be the binary se-
quence corresponding to some information identifying him,
such as name, IP address and so on, while the private key is
calculated by a trusted authority called private key genera-~
tor(PKG). After the concept was proposed, several identity-
based encryption and signature schemes were devised|2, 3,
4]. However, none of them are fully functioning until Boneh
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and Franklin presented an identity-based encryption based
on the Weil pairing over elliptic curves(5]. Since then, ID-
based cryptography based on bilinear pairings has become
an active area and many identity-based schemes using pair-
ings have been put forward[6, 7, 8, 9].

A new type of cryptographic primitive called ‘signeryption’
which combines a function of digital signature scheme with
encryption algorithm, was introduced by Zheng in {10]. Sign-
cryption not only provides authenticity and confidential-
ity in a single step, but also gives more efficient compu-
tations than traditional sign-then-encrypt approach. So, it
has caught many people’s eye. Several efficient signcryption
schemes have been proposed since 199710, 11, 12, 13] and
the first identity-based signcryption scheme has also been
published by B. Lynn in 2002{14].

In some scenarios, a communication is carried out between
groups rather than individuals. To guarantee authenticity,
the sender uses threshold signature scheme. If, at the same
time, he hopes to ensure the confidentiality of the message,
he has to perform encryption. Simply using the traditional
sign-then-encrypt approach is not satisfying because of its
high computational cost. To deal with such a situation, we
drew inspiration from the mentioned above and proposed
an efficient ID-based (k,n) threshold signecryption scheme,
which can separate universal signature verification from des-
ignated message recovery. Such good properties make it use-
ful in some particular applications. Furthermore, a distin-
guishing feature of our scheme is that it applies a (u,m)
threshold scheme in the master key management, which
makes the master key to be jointly generated by PKGs so
that a single misfortune can no longer make the master key
inaccessible. Another important aspect of our scheme is that
robustness is our main concern. Especially, if a user is an
organization entity, the private key is constructed and then
distributed to all the members by a PKG private-key distrib-
utor called CLK _p. While in signing phase, the organization
clerk CLK _s with the responsibility for signature shouldn't
be able to recover the private key from what he gathered, say
nothing of the master key. Under such condition, achieving
robustness seems a little difficult. The following part will
describe how we successfully settle it in detail.

The rest of the paper is organized as follows. Background



information is given in Section 2. Qur proposed scheme
is presented in Section 3. Security analysis is discussed in
Section 4. Conclusions are drawn in Section 5.

2. BACKGROUND INFORMATION
2.1 Bilinear Maps and Related Mathematical

Problems
We consider two groups G (additive) and Ga (multiplicative)
of the same prime order q. We need bilinear maps € : G, x
G — G7 satisfying the following properties:

1. YP,Q € G1,Va,b € Z;, we have é(aP, bQ) = (P, Q).

2. Non-degeneracy: for any point P € G,
éP,Q)=1foral Qe G, ff P=0.

3. Computability: there exits an effective algorithm to
compute é(P,Q), VP,Q € G.

G\ is a cyclic additive group, we assume that multiplication
and inversion in G; can be computed in a unit time. At the
same time, we are interested in the following mathematical
problems. Let P, Q be elements of G1 and a, b, ¢ be elements
of Z;.

1. Discrete Logarithm(DL) problem: Given P,Q, find an
integer n such that P = n@Q), whenever such n exits.

2. Computation Diffie-Hellman Problem (CDHP): Given
(P,aP,bP), compute abP.

3. Decisional Diffie-Hellman Problem (DDHP): Given
(P,aP,bP,cP), decide whether ¢ = abin Z.

4. Gap Diffie-Hellman Problem (GDHP): A class of prob-
lem where the CDH problem hard but DDH is easy.

We call G a GDH group if DDHP can be solved in polyno-
mial time but no probabilistic algorithin can be solve CDHP
with non-negligible advantage within polynomial time. Such
group can be found on super singular or hyper elliptic curves
over finite field. The Weil pairing and the Tate pairing are
admissible applications satisfying the properties mentioned
above.

2.2 Threshold Cryptography Scheme

The idea behind the (k, n) threshold cryptography approach
[15, 16, 17, 18] is to distribute secret information(i.e. a se-
cret key) and computation(i.e. signature generation or de-
cryption) between n parties in order to remove single point
of failure. The goal is to allow any subset of not less than
k parties to jointly reconstruct a secret and perform com-
putation while preserving security even up to k — 1 parties
are corruptted. But in some scenarios, if we simply apply
threshold scheme to share the secret, it is not robust. Be-
cause for the first time, the clerk can resume the private key
by k sub-keys he collected, later he will not need k members
present again.

In the following part, we use distinct secret sharing scheme
from those mentioned above to make sure the robustness of
our scheme in which threshold technology has been applied
twice.

34

3. THE TWO THRESHOLDS SIGNCRYP-
TION SCHEME

3.1 Background of Our Proposed Scheme
Assume m PKGs(PKG1, ..., PKGn) are collectively in charge
of the master key. When receiving a private key extraction
request, only not less than u(2u < m — 1) PKGs are in-
volved, will the PKG clerk C LK _p return the just computed
privatz key via secure channel. A is an organization entity
composed of n members. If someone denoted by Bob asks
A to sign a message, any k effective members can generate
a valid signature on A’s behalf. Later, anyone can perform
verification using A’s identity while only Bob can recover
the message with his private key.

3.2 Notation

Let G1 and G, be additive and multiplicative groups of the
same large prime order ¢. Here ¢ is a large prime. Assume
G\ be a GDH group, and the bilinear mapis given as € : G1x
G1 — G2. Let ID be a string denoting the identity of a user
and H, H, and H> be public cryptographic hash functions.
We require: H : G2 — {0,1}", H: {0,1}" — G, and
H,: {0,1}" — G:.

3.3 Description of the Scheme
Just like classical IBE system, our scheme is composed of
four algorithms: Setup, Extract, Signerypt, Verify and De-

crypt.
Setup:

Let P be a generator of G;. The PKG clerk CLK p does
the followings:

1. Chooses a random s € Z; as the master key, sets
P,up = sP and makes P,y publicly known.

2. Then he picks up some random coefficients a; € Z;
for 1 <4 < u-—1 and create a polynomial F(z) =
s+ ayz + a2z + ... + ay_12%" ! such that F(0) = s.
Calculate F(z)(i = 1,2,...,m) and sent them secretly
to the corresponding PKG PKG,;.

3. Each PKG; computes F(i) P and sends it to CLK _p as
areply. To prevent attacks on the master key, CLK _p
destroys s after all these have been done.

Extract:

Organization A sends its identity information IDA € {0,1}"
to at least u PKGs. Without loss of generality, assume
PKG,,...,PKGy are gonging to jointly generate the pri-
vate key. Each of them independently computes A's pub-
lic key as Qrpa = H1(IDA) and makes sub-private key
Bi = F(i)Qirpa for and then sends it to CLK_p. CLK_p
can use the following equation to verify each sub-private key:

é(F(i)Qipa, P) = &(F(i)P,Q1pa)

If the equation does hold, the sub-private key can be ac-
cepted.

CLK _p constructs A’s private key:



Sipa = Z Aifi = Z MF()Qipa = sQipa-
=1 =1

Ty i (0~3)
i=1, i (1—F)

where A; = (modg).

And then he performs steps as follows:

1. Randomly choose r € Z;, computes r~! as the in-

verse of 7 in Z;, rsQipa, riP, r'lP,,ub and broad-
cast 78Qrpa, 7' P, 17! Ppyp in organization A.

2. Picks up a polynomial f(z) over Z; of degree k — 1
randomly such that f(0) = r. Denote n members in-
volved in organization A, each member mn; has his in-
dex i(i = 1,2,..,n). Compute f(i)(i = 1,...,n) and
send it secretly to the corresponding member m;.

After all the steps above have been finished, the public key
and the private key of A are Qrpa and sQrpa respectively.
The private share of each member m; is f(i) and the corre-
sponding public share is f(i)P.

Signature and Message Encryption:

Bob requests organization A to sign message M € {0, 1}".
The followings are carried out in sequence:

The clerk CLK s with responsibility for signcryption per-
forms the following steps:

1. Randomly choose ¢t € Z; and compute t~*, which is
the inverse of t in Zj.

2. Compute R =t"'r"'Pand Ry =t '+ ' Py =t~ 'r~'sP.

3. Broadcast R, in the organization.

Assume members m;(i = 1,2,..., k) are those who want to
generate a signature collectively. Each of them makes his
sub-signature like this:

1. Compute o = H(é(Qrps, R1)) ® M and B = Ha(a) €

1.

2. Sign the message with his sub-key: §; = f(:)B

Later, they submit d;( = 1,...,k) to CLK_s who then per-
forms the followings:

1. Verify each sub-signature by checking whether the equa-
tion holds or not.

é(6:, P) = é(f(i)P, B)(i = 1,.... k)

The sub-signature will be accepted if the equation is
valid, and rejected otherwise.
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2. Generate the whole signerytion with 6;(i = 1,2, ..., k),
compute b,C,D,FE as

k k
b= ;,\iai = ;Aif(i)B =rB

& .
s (00—
Htk—l.ﬁﬂ (_ J) (modgq)

Hi:l,j;éi (i—3J

where A\; =
C=th=1trB

D= t(’I‘SQIDA)
E=C+D

3. Send (R, a, E) to Bob.

Signature Verification & Message Decryption:
1. Signature Verification:

Anyone can verify A's signature as follows:

1. Apply hash function Ha to produce Hz(a)

2. Check whether é(E, R) = €(Ha(a), P)é(Qrpa, Pous)holds

or not.
Since,

If it does hold, (R,a, E) will be accepted.

é(E,R) = &(C + D, R)
= &(C, R)&(D, R)
=&(trB,t 'r ! P)é(trsQipa,t v P)
= &(B, P)é&(sQipa, P)

= é(Hz((L), P)é(Q]DA, Ppub)

II. Message Decryption:

Once (R,a, F) has been validated, Bob can use his private
key Sips to recover the message:

a® H{(&(SipB, R))
= H(&Qrps, R1)) ® M ® H(é(Sip5, R))
=M

4. SECURITY ANALYSIS

4.1 Correctness of the Scheme

From the discussion in section 3, if A and Bob both follow
the steps of the proposed scheme, anyone can verify the sig-
nature. At the same time, Bob can recover the message using
his private key. Therefore, the scheme can be implemented
correctly.



4.2 Security of the Scheme

Like the other signeryption schemes, our scheme is a good
combination of digital signature and public-key encryption.
But unlike them, our scheme can separate signature verifi-
cation from message recovery. So, to prove its security, we
only need to analyze each part respectively. Firstly, con-
sider the signature part. Note that (R,a, E) is similar to
Paterson’s ID-based signature scheme whose security has
been proved in the literature(8]. According to his work, we
can conclude that the signature part of our scheme is also
secure. Secondly, after the validation is finished, Bob can
recover the message using his private key from (a, E), which
is actually an ID-based encryption proposed by Boneh and
Franklin{5]. In the literature[5], their scheme has also been
proved to be secure, then so is our encryption part. In sum,
our signcryption scheme is secure.

Although our scheme can be viewed somewhat as a com-
bination of Boneh and Franklin’s ID-based encryption and
Paterson’ signature scheme, it does have its own unique se-
cure properties. The most prominent one is that the master
key is under the protection of a (u,n) threshold scheme.
Firstly, according to Shamnir’s secret sharing technology, any
(u — 1) members canuot reconstruct the master key s from
their secret shares. Secondly, the master key is not exposed
in users’ private keys generation process. So, we can guar-
antee that the master key is secure.

Besides, the master key s can resist any cooperating attack
of all members in one organization. Assume that organiza-
tion A wants to attack PKG, all members’ sub-private keys
f@)(A <€ i < n) are published. Then it is easy to com-
k k .

pute r : ?;1 Aif(2) where A\ = %ﬁﬁ%(x:lodq).
However, even r is known, it is still impossible to get s from
QD since discrete logarithm problem is hard in G;. Thus,
from this point of view, the master key is also secure.

r =

In previously proposed threshold signature schemes, if thresh-
old technology is simply applied in sharing a secret, achiev-
ing robustness is rather difficult. When making the first sig-
nature, the clerk is able to recover the private key. Next time
he will not again need k{ie. threshold) sub keys. Better
than them, in our (k,n) threshold signature scheme, com-
puting a signature does not expose the private key. b

k

3> Midi =rB(B € Gi1) is the whole signature. Since the
i=1

discrete logarithm problem in G: is hard and r is chosen
randomly in Z;, it is difficult to get + from b = rB. With-
out r, the private key sQrp can’t be deduced from rsQrp.
Therefore, our scheme can guarantee robustness.

5. CONCLUSIONS

We have presented an identity-based threshold signcryption
scheme whose prominent merit is robustness. The master
key s is divided into mmpieces. Even complete knowledge of
1 — 1(2u < m — 1) pieces reveals absolutely no information
about it. At the same time, an organization’s private key is
protected under our {(k, n)threshold signature scheme. Even
if k — 1 dishonest members of an organization collude, the
private key is still secure. Other than robustness, practi-
cability is another merit. Our signeryption scheme can be
divided into universal signature verification and designated
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massage recovery. So, it can be used in some particular
scenarios.
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